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Preface

Business process models specify interoperable business processes that allow business partners to collaboration. These models are specified using the Unified Modeling Language (UML) and the Object Constraint Language (OCL). This document describes the UML metamodel extension for specifying business process models. 

There are a number of reasons to use the UML and the OCL to specify these models.

· The UML provides a visual language that eases the construction and interpretation of e-business process models.

· The UML provides an extension mechanism so that domain specific, object-oriented metamodels can be easily defined.

· The OCL is a programming language independent method for expressing integrity and well-formedness constraints in metamodels and models.

· The UML can be persisted using XMI – an XML application. Models are easy to share and translate using tools that provide XML support.

Purpose of the Document

The purpose of this document is to define a business process metamodel. The metamodel is used to enforce the syntax and semantics of business process models so that tools can be built to construct, and applications can be built to execute, compliant models.

Intended Audience

The UML is a rich modeling language that is expressive enough to construct object models for many purposes, from many viewpoints and within many contexts. UML modelers who need to specifically construct business process models must use this document to check the integrity and compliance of their models. If an automated integrity and compliance checker assists these modelers then that program must check these models against the metamodel specified in this document.

Prerequisites

It is assumed that the audience will be familiar with or have knowledge of the following technologies and techniques: 

· Business process modeling techniques and principles 

· The UML syntax and semantics, the UML metamodel and the UML extension mechanism

· The OCL syntax and semantics

Scope of the Document

This document specifies a metamodel for constructing business process models.  

Style Conventions

This document uses typographical and language conventions to convey specific meanings. 

Typographical Conventions

The use of a bold/italic font indicates a UML or business process metamodel entity name.

Language Conventions

This specification adopts the conventions expressed in the IETF’s
 RFC 2119 “Key Words for Use in RFCs to Indicate Requirement Levels.” The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”,  “MAY”, and “OPTIONAL” in this document are to be interpreted as described in RFC 2119.

1. Introduction

Trading partners must reach agreement on several technical and reporting matters before they exchange information. A Trading Partner Agreement (TPA) needs to establish
: 1) Who is responsible for exchange controls? 2) How will the control be managed between trading partners? 3) How will control failures be reported and to whom? This advisory contains the highlights of two technical matters that should be included into a TPA covering the use of e-business networked applications developed according to the ebXML transportation achitecture.

2. The Trust Model

The security of eBusiness transactions is based on an underlying trust model.  The validity of digital certificates is fundamental to this trust model since certificates establish the identities of users and machines during authentication.  The trust between two trading partners is another fundamental aspect of this model. Highlights of the trust model are outlined below:

1. Trading partners trust each other’s certificates and Certificate Authorities (Cas)

· The data used to create a certificate is valid and the content of the certificate accurately identifies a person or server.  This is typically the joint responsibility of the organization that authorizes the creation of the certificate and the Certificate Authority that creates the certificate.

· Certificates are issued by trusted CAs who operate secure environments. Both trading partners trust the CAs to issue certificates securely.

· The Root Certificate(s) used to verify certificate(s) has been distributed in a secure manner from a secure source. 

· The integrity of the data contained in a certificate is cryptographically verified during the authentication process.  This involves verifying the validity of a chain of certificates (and their digital signatures) up to a trust point or Root Certificate.  Today's infrastructure and tools do not support certificate chain validation (Jan 1999).

· The certificate (more specifically, the associated private key) used to identify an individual is stored securely within the browser software on the individual’s desktop computer and is protected from access by others.  If used in an environment where other people have access to the computer the certificate (and private key) is password protected so that others cannot impersonate the individual identified by the certificate.

2. The Servicing Organization trusts the Initiating Organization to:

· Ensure that user certificates are securely stored so that others cannot impersonate the individual identified by the certificate. 

· Accurately identify users in certificates and any related HTTP POST of profile information.

· Ensure that RosettaNet messages are only submitted on behalf of authorized uses.  For example, a former employee may still have access to a previously issued digital certificate that allows access to servicing organization.  It is the responsibility of the Initiating Organization to identify and filter these unauthorized message exchanges and to insure that messages forwarded to suppliers are from authorized users.

3. The Initiating Organization trusts the Servicing Organization to:

· Successfully authenticate users on the basis of their digital certificates prior to showing a custom catalog view or allowing the creation of service requests.

· Verify that the Issuer for the user certificate is an authorized CA for the Initiating Organization

· Accurately identify the user on the service request.

· Accurately identify the items selected by the user on the service request.

· Forward legitimate messages initiated by authenticated users

4. If the server-browser-server transport method is used for message transport, the Initiating Organization trusts the user to:

· Successfully authenticate the Servicing Organization server, 

· Generate an message through a legitimate interaction with an authorized trading partner

· Not modify the contents of the message while in transit through the browser.

2.1 Trading Partner Agreement for Implementation

The following is a list of items that Trading Partners currently need to agree to between themselves. 

· If the fields in the digital certificate do not uniquely identify the user within the Initiating Organization then trading partners must agree to use additional mechanisms (in conjunction with use of the certificate for authentication) to convey a unique user ID as part of user access to services.

· ebXML does not specify the level or class of certificate to be used nor does it specify other certificate policies.  These decisions are left to the discretion of individual organizations in conjunction with their key trading partners.

· By agreeing to a short term certificate validity period, e.g. 6 months, trading partners can mitigate the risk of fraudulent certificate use in the absence of a certificate list revocation infrastructure.

· Trading partners should discuss possible authentication failures and how these will be handled (e.g. certificate not signed by the expected Certificate Authority, certificate expired, they do not accept the authenticated name of the other server, etc.)

· Trading partners should discuss how to deal with certificate revocation information given the lack of support for a certificate revocation list (CRL) in browser and server software. Applications can be designed to check a CRL as part of authorization if it is available.  In all cases, the use of CRL information should be dictated by the value of the information that is protected. 

· Trading partners may exchange certificates for servers (and authorized signers) as part of the process of establishing a ebXML-based trading partnership.  A trading partner database might contain trading partners certificates (including public keys) as well as mappings to trading partner IDs, server-related information, electronic mail addresses, shipping and billing addresses, tax status, pricing algorithms, catalog views, etc.

· Trading partners are responsible for negotiating SSL ciphers and key lengths for eBusiness transactions. In all cases however the selected cipher suite must provide at least 40-bit encryption and must ensure that authentication occurs, i.e. Diffie-Hellmann without certificates should not be used.

· Trading partners must agree on a method for exchanging and maintaining valid URL’s for each of their networked application where necessary.

2.2 Collaboration Protocol Agreement

The Collaboration Protocol Agreement (CPA) is that portion of a TPA which specifies the technical aspects of the Business Collaboration conducted by two or more partners.

2.2.1 Collaboration Protocol Agreement Model

2.2.2 Business Collaboration Control Parameters Model


2.2.3 Business Transaction Control Parameters Model


2.2.4 Service Transaction Control Parameters Model
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�  Taken from the book “EDI Security, Control and Audit” by A.J. Marcella, Jr. and S. Chan, Artech House, Inc., 1993.






