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2.7    Legal

Beyond the security requirements identified in section 2.6, the following additional legal requirements exist:

· Comply with the requirements of UN/CEFACT recommendation 14 - Authentication of Trade Documents by Means Other Than Signature 

· Provide versioning support to facilitate reconstructing the semantic meaning of transactions in accordance with the underlying transaction format used

· Ensure full audit capability is supported

· Ensure all transmitted data is well defined by a minimal set of metadata

· Ensure a mechanism provides for identifying completeness of a transaction,  including the creation of an economic obligation or an event requiring entry on a financial ledger 
· Ensure that the arrangements for ownership of, and responsibility for maintenance of, the intellectual property in the registry and repository promote the openness and interoperability requirements stated herein
2.7     Digital Signatures

Digital signatures, or electronic signatures, have security and legal implications that directly impact on electronic business requirements. As more and more government bodies define digital signatures, and enact legislation that adopts such techniques as having the same force of law as traditional signatures, new technology solutions must accommodate these business requirements. The following provisions are taken from the Uniform Electronic Transactions Act (1999) approved by the National Conference of Commissioners on Uniform State Laws 
An electronic record or electronic signature is attributable to a person if it was the act of the person.  The act of the person may be shown in any manner, including a showing of the efficacy of any security procedure applied to determine the person to which the electronic record or electronic signature was attributable.


* * *

"Electronic record" means a record created, generated, sent, communicated, received, or stored by electronic means.
"Electronic signature" means an electronic sound, symbol, or process attached to or logically associated with a record and executed or adopted by a person with the intent to sign the record.
"Security procedure" means a procedure employed for the purpose of verifying that an electronic signature, record, or performance is that of a specific person or for detecting changes or errors in the information in an electronic record.  The term includes a procedure that requires the use of algorithms or other codes, identifying words or numbers, encryption, or callback or other acknowledgment procedures.





The ebXML technical framework must support electronic transactions that provide for electronic signatures at an appropriate level within the transaction to meet requirements of both the sender and receiver in keeping with the foregoing requirements.

[Comment:  The cited California statute is obsolete:  it has been superseded by UETA (which is adopted in 23 states and expected to be enacted by all 50) and federal law that parallels UETA.  The newer statute is deliberately more flexible.] 
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