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ebXML Message Header Specification

Status of this Specification

Contains information about the current status of the document

Abstract

Contains an overview of the purpose of the specification and how it relates to other documents
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1 Introduction

This specification contains definitions of the content of the Message Headers for use within ebXML.

A Message Header is "an XML construct that contains the additional data that needs to be associated with the Documents in a message so that they can be sent to and successfully processed by a Party" [1].

Message Headers are contained within an outer "Message Envelope" [1]. The structure and format of the Message Envelope is defined separately see [2].

EdNote> I've split out Message Envelopes since there might be several different types of envelope, e.g. MIME, XML, ... If it's a separate spec we can both develop and revise it more easily.</EdNote>

1.1 Relationship to other specifications

This specification is one of a set of related specifications <EdNote> this list is taken from the recent email posted to the list. It is subject to review. </EdNote> These specifications cover:

· ebXML Messaging Overview - describes the relationship between the various ebXML specifications described below

· ebXML Message Header Specification - this specification

· ebXML MIME Message Envelope Specification -how to wrap header's and bodies in a MIME wrapper

· ebXML XML Message Envelope Specification how to wrap headers and bodies in XML - we should do this later

· ebXML Document Exchange Template Specification - defines how we handle requests, responses, message acks, cancel, error, etc and include state diagrams for each end.

· ebXML Reliable Messaging Specification - how to achieve robust reliable once-only delivery of message in a vendor neutral, transport independent way

· ebXML Messaging over transport protocols:

· ebXML Messaging over HTTP Specification - how to send ebXML Messages using HTTP or HTTPS

· ebXML Messaging over SMTP Specification - how to send ebXML Messages using SMTP

· ebXML Messaging Security and Signature Specification - this will cover:

· how to use S/MIME with ebXML Messages

· how to use PGP with ebXML Messages

· how to use IETF/W3C XML Digital Signatures with ebXML Messages

· ebXML Transaction Status Inquiry Specification - how to inquire on the current status of a transaction

· ebXML Service Availability Specification - how to determine if a Service is up and running

· ebXML Publish & Subscribe Specification - how to do Publish and Subscribe securely using any of the above

· ebXML Messaging Discovery Specification - how to determine the parameters associated with a Service from the ebXML Messaging perspective.

· ebXML Messaging Audit Trail Specification - how to create an audit trail of the messages exchanged during a transaction.

1.2 Specification Structure

The remainder of this specification contains:

· list of sections and their purpose ... to be completed

2 Message Structure
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The structure of a message is described by the diagram. Full details of the Message Structure and how it is implemented is defined in xxx TBD.

A Message Consists of:

· an outer Transport Envelope, such as HTTP or SMTP, that wraps,

· a transport independent Message Envelope, for example MIME, that contains the various parts of the Message itself by wrapping

· a Header Envelope with one or more headers inside, (the subject of this specification), and

· a Message Body that is the real payload of the Message

The Message Body may be a single document or may, in turn, be split into two or more smaller documents.

The Header Envelope contains a number of different documents:

· a Message Header, that contains the additional data that needs to be associated with the Documents in a Message so that they can be sent to and successfully processed by a Party 
· optional Message Routing Info document that indicates the path that should be or was taken by a Message in reaching its ultimate destination

· optional Message Signatures that digitally sign the data in the Header Envelope, the Message Body or elsewhere, and

· optional Other Message Headers that may need to be associated with the Message.

Message Routing Information is held separately from other documents in the Header Envelope, such as the Message Header, since:

· it would break any digital signature on those documents as Message Routing Information is extended each time the Message is forwarded to a new URL

· it makes it easier to separate the processing logic that determines the logical destination (e.g. the business application) from the physical destination. As a result business applications need not be aware of changes to network designs that result in changes to URLs to which Messages are sent,

· if a particular URL is not accepting Messages for some reason, then an alternative URL may be used without invalidating any existing signatures

Message Signatures are held in the Header Envelope separately from the other headers since:

· signatures cannot sign themselves, and

· it makes it easier for software processing the header to automatically check the signature and therefore determine the authenticity of the sender of the message and whether or not the data has changed. As a result the burden of checking the signature may be removed from the application or other process that is the ultimate destination for the message.

Note that use of a signature in the Header Envelope does not preclude use of the signatures within the Message Body

Other Message Headers are used to contain other information that is frequently used when part of a message, for example, headers that report the nature of errors that have occurred.

 <EdNote> It is not yet clear whether using additional headers to report things like errors is a good way to go. You could also use data held in the Header Envelope to support:

· Publish & Subscribe
· Inquiries on Transaction Status
· other "standard" transactions related to messaging that we might later invent

 An alternative might be to have a predefined Message Body that is used for the purpose instead.

Thoughts? </EdNote>

3 Scenarios

<EdNote> This section suggests some of the different messaging scenarios that the specification is designed to address. For example from simple RPC type calls to heavy weight "Business Quality Messaging". The levels are described just to start the discussion as it is not clear what levels make sense. </EdNote>

Message Headers can be used in either simple ways or more complex ways depending on the need. Four levels have been defined as described below. Bold is used to indicate the additional data held at a higher levels.

3.1 Level 1 Headers

Level 1 headers contain the bare minimum required to wrap a document prior to sending it. At the highest level, a level 1 header consists of:


<MessageHeader Version='x.x' MessageType='xxx' >


( Service Type )


( Context )

</MessageHeader>

...

<MessageRoutingInfo>

  (Send To)

  (Response Addresses) - optional

</ MessageRoutingInfo>

Message Types are limited to: Request, Response and Error.

Note that Message Routing Info is optional and, if present consists of:

· The Receiving Party Physical Address (e.g. a URL)

· Response addresses for normal responses, and error responses

If the Message Routing Info is omitted, then the destination and return address is specified, or derived from the Transport Protocol being used.

3.2 Level 2 Headers

Level 2 headers are designed to support simple point-to-point messaging where the sender and recipient may be identified as well. At the highest level, a level 2 header consists of:


<MessageHeader Version='x.x' MessageType='xxx' >


( Service Type )


( Context )


( Message Context Data )


( Sending Party ) (optional)


( Receiving Party ) (optional)


( Message Manifest )


( Message Routing Info )

</MessageHeader>

  ...

<MessageRoutingInfo>

  (Send To)

  (Response Addresses) - optional

</ MessageRoutingInfo>

Level 2 headers extend the headers (see items in bold) in a Level 1 header by adding:

· Support for a wider variety of Message Types. In addition to Request, Response and Error, you can also provide Acknowledgement and Completed OK messages

· Message Context Data, to give a message a unique context and reference number

· Sending and Receiving Parties to identify who sent and should (or did) receive the message. Note these are optional, so that a party may send or receive a message anonymously, and

· a Message Manifest, to provide a "table of contents" of the data in the rest of the message

3.3 Level 3 Headers

The data in a Level 3 header provides support for transactions that identify a set of related messages that are exchanged between parties in order to carry out some process.

<MessageHeader Version='x.x' MessageType='xxx' >


( Service Type )


( Context )


( Transaction Context Data )


( Message Context Data )


( Sending Party ) (required)


( Receiving Party ) (required)

( Quality of Service )

  ( Secure Timestamp )


( Message Manifest )

</MessageHeader>

  ...

<MessageRoutingInfo>

  (Send To)

  (Send Timestamp)

  (Response Addresses) - optional

</ MessageRoutingInfo>

Level 3 headers extend the headers (see items in bold) in a Level 2 header by adding:

· All the different Message Types are supported. So in addition to Request, Response, Error, Acknowledgement and Completed OK, you can also use Cancel messages

· Transaction Context Data supports unique Transaction ids that are common to the set of related messages

· Message Context Data optionally contains additional information on Message Lifetime and Message Priority

· The optional Secure Timestamp may be present to provide evidence of when the message was sent. <EdNote>. Not sure this is the right place for a Secure TimeStamp. </EdNote>
· Message Routing Info now additionally contains information on which types of response message are required

3.4 Level 4 Headers

The data in a Level 4 header provides support for all the data items in a header.

<MessageHeader Version='x.x' MessageType='xxx' >


( Service Type )


( Context )


( Transaction Context Data )


( Message Context Data )


( Sending Party ) (required)


( Receiving Party ) (required)


( Quality of Service )

  ( Secure Timestamp )


( Message Manifest )

</MessageHeader>

  ...

<MessageRoutingInfo>

  (Send To)

  (Send Timestamp)

  (Response Addresses) - optional

  (Required Message Response Times)

  (Message Routing History)

</ MessageRoutingInfo>

Additional support is provided for:

· Delivery of large messages by splitting a message into multiple parts

· Required response times for messages, and

· a history of where the message was sent in moving from it's origin to its destination.

4 Objectives & Definitions

<EdNote>Essentially copy relevant Objectives & Definitions from the TR&P Overview & Requirements document. <EdNote>

5 Security Considerations

<EdNote>Cover any security issues surrounding the Headers<EdNote>

6 Header Structures

This section provides the structure of the content of the Header Envelope, Message Header and Message Routing Information. Detailed definitions of each data item are defined in the Data Dictionary (see section xxx).

Different versions of the header may be implemented to support simple, or more complex messaging requirements.

6.1 Header Envelope

An envelope that contains a number of header documents. Note that the Message Header is always required but the other documents are optional.

The information contained within the Header Envelope is as follows:


1) Message Level

2) Message Header

a) definition see below

3) Message Routing Information 

a) optional, definition see below

4) Message Signatures

a) optional, definition see below

6.2 Level 1 Messages

6.2.1 Message Header

The information contained with a Level 1 Message Header is as follows:


5) Message Header Version

6) Message Type

7) Service Type

8) Context

6.2.2 Message Routing Information

The information contained with a Level 1 Message Routing Information is as follows:


9) Message Routing Entry (send, resend or forward)

a) Send To

10) Response Addresses (optional)

a) Normal Response Address (occurs zero or more)

i) Usage Priority

b) Error Response Address (occurs zero or more)

i) Usage Priority

6.3 Level 2 Messages

6.3.1 Message Header

The information contained with a Level 2 Message Header is as follows:


11) Message Header Version

12) Message Type

13) Service Type

14) Context

15) Message Context Data

a) Message Identifier

b) Message Timestamp

c) Reply To Message Identifier (optional)

16) Sending Party (optional)

a) Sending Party Logical Address

i) Logical Address Domain

ii) Logical Address Id

b) Sending Party Role (optional)

c) Sending Party Name (optional)

17) Receiving Party (optional)

a) Receiving Party Logical Address

i) Logical Address Domain

ii) Logical Address Id

b) Receiving Party Role (optional)

c) Receiving Party Name (optional)

18) Message Manifest (optional)

a) Document Reference (occurs 1 or more)

i) Document Type

ii) Document Encoding

iii) Document Identifier

iv) Document Context

6.3.2 Message Routing Information

The information contained with a Level 2 Message Routing Information is as follows:


19) Message Routing Entry (send, resend or forward)

a) Send To

20) Response Addresses (optional)

a) Normal Response Address (occurs zero or more)

i) Usage Priority

b) Error Response Address (occurs zero or more)

i) Usage Priority

6.4 Level 3 Messages

6.4.1 Message Header

The information contained within a Level 3 Message Header is as follows:


21) Message Header Version

22) Message Type

23) Service Type

24) Context

25) Transaction Context Data

a) Transaction Id

b) Transaction Type (optional)

c) Transaction Timestamp

d) Transaction Description (optional)

26) Message Context Data

a) Message Identifier

b) Message Timestamp

c) Reply To Message Identifier (optional)

d) Maximum Lifetime (optional)

e) Message Priority (optional)

27) Sending Party (required)
a) Sending Party Logical Address

i) Logical Address Domain

ii) Logical Address Id

b) Sending Party Role (optional)

c) Sending Party Name (optional)

28) Receiving Party (required)
a) Receiving Party Logical Address

i) Logical Address Domain

ii) Logical Address Id

b) Receiving Party Role (optional)

c) Receiving Party Name (optional)

29) Quality of Service

a) Response Messages Required

i) Acknowledgement Message Required

ii) Completed OK Message Required

iii) Error Message Required

iv) Response Message Required

30) Related Transactions (optional)

a) Related Transaction (occurs 1 or more)

i) Either:

(1) Transaction Id, or

(2) Reference to some other transaction

ii) Relationship Keywords (occurs zero or more)

iii) Relationship Reason

31) Secure Timestamp (optional)

a) Timestamp

b) Timestamping Authority

c) Secure Timestamp Assertion

32) Message Manifest (optional)

a) Document Reference (occurs 1 or more)

i) Document Type

ii) Document Encoding

iii) Document Identifier

iv) Document Context

6.4.2 Message Routing Information

The information contained with a Level 3 Message Routing Information is as follows:


33) Message Routing Entry (send, resend or forward)

a) Send To

b) Send Timestamp

34) Response Addresses (optional)

a) Normal Response Address (occurs zero or more)

i) Usage Priority

b) Error Response Address (occurs zero or more)

i) Usage Priority

6.5 Level 4 Message

6.5.1 Message Header

The information contained with a Level 4 Message Header is as follows:


35) Message Header Version

36) Message Type

37) Service Type

38) Context

39) Transaction Context Data

a) Transaction Id

b) Transaction Type (optional)

c) Transaction Timestamp

d) Transaction Description (optional)

40) Message Context Data

a) Message Identifier

b) Message Timestamp

c) Reply To Message Identifier (optional)

d) Maximum Lifetime (optional)

e) Message Priority (optional)

f) Message Sequence Number (optional)

g) Last Message In Sequence (optional)

41) Sending Party

a) Sending Party Logical Address

i) Logical Address Domain

ii) Logical Address Id

b) Sending Party Role (optional)

c) Sending Party Name (optional)

42) Receiving Party

a) Receiving Party Logical Address

i) Logical Address Domain

ii) Logical Address Id

b) Receiving Party Role (optional)

c) Receiving Party Name (optional)

43) Quality of Service

a) Response Messages Required

i) Acknowledgement Message Required

ii) Completed OK Message Required

iii) Error Message Required

iv) Response Message Required

44) Related Transactions (optional)

a) Related Transaction (occurs 1 or more)

i) Either:

(1) Transaction Id, or

(2) Reference to some other transaction

ii) Relationship Keywords (occurs zero or more)

iii) Relationship Reason

45) Secure Timestamp (optional)

a) Timestamp

b) Timestamping Authority

c) Secure Timestamp Assertion

46) Message Manifest (optional)

a) Document Reference (occurs 1 or more)

i) Document Type

ii) Document Encoding

iii) Document Identifier

iv) Document Context

6.5.2 Message Routing Information

The information contained within Level 4 Message Routing Information is as follows:


47) Message Routing Entry (send, resend or forward)

a) Sequence Number

b) Send To

c) Send Timestamp

d) Resend Of (optional)

e) Forward Of (optional)

48) Response Addresses (optional)

a) Normal Response Address (occurs zero or more)

i) Usage Priority

b) Acknowledgement Response Address (occurs zero or more)

i) Usage Priority

c) Completed OK Response Address (occurs zero or more)

i) Usage Priority

d) Error Response Address (occurs zero or more)

i) Usage Priority

49) Required Message Response Times

a) Acknowledgement Response Time

b) Completed OK or Error Response Time

c) Business Response Time

50) Message Routing History (required on all but first send)

a) Either:

i) Message Routing Entry (send, resend or forward)

(1) Sequence Number

(2) Send To

(3) Send Timestamp

(4) Resend Of (optional)

(5) Forward Of (optional), or

ii) Message Routing Entry (send, resend or forward)

(1) Sequence Number

(2) Receipt Timestamp

(3) Received at Send To Address

(4) Receipt for Message Routing Entry Sequence

7 Data Dictionary

This section contains a list of the data items contained within the Message Header and Message Routing Info in alphabetic order. Items that contain start "Ref:" identify the items within the TR&P Overview and Requirements document.

<EdNote> This data dictionary still needs to have: datatype definitions, enumerations of codes values and DTD/Schema Names for the various items to be added. </EdNote>

7.1 Acknowledgement Response Address(es)

7.1.1 Description

The return address(es) to which acknowledgement of receipt of a message should be sent

Ref: 4.1/10

7.2 Acknowledgement Response Time

7.2.1 Description

The time by which an Acknowledgement Message should be sent

7.3 Business Level Response Time

7.3.1 Description

The time by which a Response Message should be sent

7.4 Completed OK Message Required

7.4.1 Description

Indicates that a Completed OK Message should be sent in response to this message if no errors were found. Default 'false'

7.5 Completed Ok Response Address(es)

7.5.1 Description

The return address(es) to which completed OK messages should be sent

7.6 Completed OK Response Time

7.6.1 Description

The time by which a Completed OK Message or Error Message should be sent

7.7 Context

7.7.1 Description

The Context in which a message is being sent. <EdNote>This might be better called Action or Intent</EdNote>
Ref: 5.1.5/4

7.8 Document Context

7.8.1 Description

Indicates the reason why or context for including the document in the message.

7.9 Document Encoding

7.9.1 Description

Indicates if the content is encoded in a particular way, e.g. Base64. Default  is no encoding

7.10 Document Identifier

7.10.1 Description

An identifier that can be used to locate the document. This may be either within the same message or at a location on the web.

7.11 Document MIME Type

7.11.1 Description

The MIME type of the document

7.12 Document Reference

7.12.1 Description

Identifies a document

7.12.2 Data Items

· Document Type

· Document Encoding

· Document Identifier

· Document Context

7.13 Error Message Required

7.13.1 Description

Indicates that an Error Message should be sent in response to this message if an error is found. Default 'true'

7.14 Error Response Address(es)

7.14.1 Description

The return address(es) to which error messages reporting errors identified in a message should be sent

7.15 Forward of

7.15.1 Description

If the message is forwarded, then this contains the sequence number of the Message Routing Entry for the receipt of the message that is being forwarded

7.16 Last Message In Sequence

7.16.1 Description

Indicates if a message is the last in the sequence. Must be used with Message Sequence Number

7.17 Logical Address Domain

7.17.1 Description

Identifies the authority that allocated the Logical Address

7.18 Logical Address Id

7.18.1 Description

Contains the number or code allocated by the Logical Address Domain

7.19 Maximum Lifetime

7.19.1 Description

The Maximum time after which a message should be considered alive. If missing then always valid

Ref: 4.1/7

7.20 Message Acknowledgement Required

7.20.1 Description

Indicates that a Message Acknowledgement Message should be sent in response to this message. Default 'false'

7.21 Message Context Data

7.21.1 Description

Data that describes information about the message as a whole.

7.21.2 Data Items

· Message Identifier

· Message Timestamp

· Reply To Message Identifier

· Maximum Lifetime

· Message Priority

· Message Sequence Number

7.22 Message Header

7.22.1 Description

The top level container for the Message Header

Ref: 5.1.4/1

7.22.2 Data Items

· Message Header Version

· Message Level

· Message Type

· Service Type

· Context

· Transaction Context Data

· Message Context Data

· Sending Party

· Receiving Party

· Quality of Service Data

· Secure Timestamp

· Message Manifest

7.23 Message Header Version

7.23.1 Description

Identifies the version of the structure of the Message

7.24 Message Identifier

7.24.1 Description

Globally unique identifier for the Message

Ref: 4.1/5

7.25 Message Manifest

7.25.1 Description

Contains a list of the other documents contained within the Message Envelope. It is optional since there may be no other documents

Ref: 5.1.5/3

7.25.2 Data Items

· Document Reference (occurs many)

7.26 Message Priority

7.26.1 Description

The relative priority of a Message. Default is normal

Ref: 4.1/9

7.27 Message Responses Required

7.27.1 Description

Contains indicators (set to true or false) to show what types of response are required for a message. The indicators that may be present depend on the Message Type. <EdNote>It might be clearer if we had a separate "One-way" message which is equivalent to a Request Message, except that no Response Message is expected in return. Thoughts? </EdNote>
7.27.2 Data Items

· Message Acknowledgment Required

· Completed OK Message Required

· Response Message Required

7.28 Message Routing Entry (log of send, resend or forward only)

7.28.1 Description

Contains a copy of a Message Routing Entry, for logging purposes, that was previously, used to send a message. See Message Routing Entry above

7.29 Message Routing Entry (log of receipt)

7.29.1 Description

Contains a record of the receipt of a message.

7.29.2 Data Items

· Sequence Number

· Receipt Timestamp

· Received at

· Receipt for

7.30 Message Routing Entry (send, resend or forward only)

7.30.1 Description

Contains data that describes the sending of a message

7.30.2 Data Items

· Sequence Number

· Send Timestamp

· Sent to

· Resend of

· Forward of

7.31 Message Routing History

7.31.1 Description

A log of the addresses through which the message was sent, including failed attempts at delivery. Contains records of previous sends or receipts of a message

7.31.2 Data Items

Either: Message Routing Entry either:

· Message Routing Entry (Log of send, resend, forward only), or
· Message Routing Entry (Log of receipt)

7.32 Message Routing Information

7.32.1 Description

Message Routing Information contains data that indicates the path that should be or was taken by a Message in reaching its ultimate destination. In outline it consists of three parts:

· an initial Message Routing Entry that indicates where this message is to be sent

· Required Response Messages that indicate which messages should be sent in response to this message (note this may vary depending on the transport protocol being used)

· the alternate Response Address(es) to be used when sending a reply to this message, and

· an optional Message Routing Log that contains log of where the message was sent

Note that at it's simplest level, the Message Routing Information just contains the URL of where the message should be sent to.

Ref: 5.1.4/2, 5.1.7

7.32.2 Data Items

· Message Sequence Number

· Sequence number to correlate a sequence of messages. All the messages within a sequence must be received before a single message may be processed

7.33 Message Timestamp

7.33.1 Description

Time the Message Header and Envelope were created.

7.34 Message Type

7.34.1 Description

Identifies the message as a Request, Response, Exchange, Acknowledgement, Completed OK, Error or Cancel

Ref: 5.1.10 through 5.1.13, 5.1.15/3, 5.1.16/2, 5.1.18

7.35 Normal Response Address(es)

7.35.1 Description

The return address(es) to which Normal replies to a message should be sent

Ref: 4.1/8

7.36 Quality of Service Data

7.36.1 Description

Contains data about the quality of service that must be associated with the delivery and processing of the message. <EdNote> Do we need anything else? </EdNote>
Ref: 4.6

7.36.2 Data Items

7.37 Receipt for

7.37.1 Description

The sequence number of the Message Routing Entry that this entry is a receipt for.

7.38 Receipt Timestamp

7.38.1 Description

The time the message was received

7.39 Received at

7.39.1 Description

The physical address that the message was received at

7.40 Receiving Party

7.40.1 Description

The party that receives a message.

Ref: 5.1.5/5b

7.40.2 Data Items

· Receiving Party Logical Address

· Receiving Party Role

· Receiving Party Name

7.41 Receiving Party Logical Address

7.41.1 Description

The Logical Address (e.g. a URN, DUNS number, etc)

Ref: 4.1/3, 5.1.5/5b

7.41.2 Data Items

· Logical address, e.g. a URN of the destination of the message. This may represent an individual or a list of individuals

· Logical Address Domain

· Logical Address Id

7.42 Receiving Party Name

7.42.1 Description

The name of the receiving party

7.43 Receiving Party Role

7.43.1 Description

The Role of the Destination Party in the transaction

7.44 Related Transaction

7.44.1 Description

Relates this transaction to one other related transaction

7.44.2 Data Items

· Transaction Id

· Relationship Type

· Relationship Reason

7.45 Related Transactions

7.45.1 Description

Relates this transaction to other related transactions

7.46 Relationship Keywords

7.46.1 Description

Keywords that describe the relationship

7.47 Relationship Reason

7.47.1 Description

A textual explanation of the reason for the relationship

7.48 Reply To Message Identifier

7.48.1 Description

Contains the Message Identifier that this Message is a reply to

Ref: 4.1/6

7.49 Required Response Times

7.49.1 Description

Contains the times within which responses to message should be sent

Ref: 4.6/2b

7.49.2 Data Items

· Acknowledgement Response Time

· Completed OK Response Time

· Business Level Response Time

7.50 Resend of

7.50.1 Description

If the message is a resend, then this contains the sequence number of the message that is being resent

7.51 Response Addresses

7.51.1 Description

The return addresses to which replies to a message should be sent. Multiple address of a given type may be present to support either HTTP or HTTPS or HTTP and SMTP.

7.51.2 Data Items

· Normal Response Address(es)

· Acknowledgement Response Address(es)

· Completed OK Response Address(es)

7.52 Response Message Required

7.52.1 Description

Indicates that a Response Message should be sent in response to this message. Default 'true'

7.53 Secure Timestamp

7.53.1 Description

A timestamp that authenticates when the message was securely timestamped. <EdNote>Note this is a placeholder, we will need to analyze existing standards in this area to identify the data required. </EdNote>
Ref: 4.4/3

7.53.2 Data Items

· Timestamp Signing Authority

· Timestamp

· Secure Timestamp Assertion

7.54 Timestamp

7.54.1 Description

The actual secure timestamp defined as ISO 8601

Ref: 4.4/3c

7.55 Secure Timestamp Assertion

7.55.1 Description

A statement that describes the assertion made by securely timestamping the message

7.56 Send Timestamp

7.56.1 Description

The time the message was sent

7.57 Send To

7.57.1 Description

The physical destination of the message. Typically a URL. 

7.58 Sending  Party Role

7.58.1 Description

The Role of the Sending Party in the transaction

7.59 Sending Party

7.59.1 Description

The party that sends message.

7.59.2 Data Items

· Sending Party Logical Address

· Sending Party Role

· Sending Party Name

7.60 Sending Party Logical Address

7.60.1 Description

Logical address, e.g. a URN of the sender of the message.

Ref: 5.1.5/5a

7.60.2 Data Items

· Logical Address Domain

· Logical Address Id

7.61 Sending Party Name

7.61.1 Description

The name of the sending  party

7.62 Sequence Number

7.62.1 Description

Contains a sequence number for the entry. As each new entry is entered, the sequence number is increased by one

7.63 Service Type

7.63.1 Description

Indicates the type of Service that is being sent or is generating the message

Ref: 5.1.5/4

7.64 Timestamp Signing Authority

7.64.1 Description

Identifies the authority that generated the secure timestamp

Ref: 4.4/3b

7.65 Transaction Context Data

7.65.1 Description

Data that is common to a set of related Messages, for example a Request Message and its associated Acknowledgement, Completed Ok, Error or Response Messages. <EdNote>This was called Transaction Identity Data in the Requirements spec but I think Context is a better description. Thoughts? <EdNote>
Ref: 5.1.5/1

7.65.2 Data Items

· Transaction Id

· Transaction Type

· Transaction Timestamp

· Transaction Description

7.66 Transaction Description

7.66.1 Description

A narrative explanation of the purpose of the transaction.

7.67 Transaction Id

7.67.1 Description

A Globally Unique Identifier for the Transaction

Ref: 5.1.5/1

7.68 Transaction Id (Related Transaction)

7.68.1 Description

The Transaction Id (or some other Id) of the related transaction

7.69 Transaction Timestamp

7.69.1 Description

The time when the first message in the transaction was created

7.70 Transaction Type

7.70.1 Description

Indicates the document choreography that is used with this transaction. If missing, then the choreography is implicitly understood.

7.71 Miscellaneous

<EdNote>This section highlights other elements that are identified in the Overview and Requirements document that are not included in the header but that we probably need to specify. If no reference is made then it identifies other issues we need to cover. </EdNote>

	Element
	Comments
	Ref

	
	
	

	Error Message
	Indicates where there is a problem in a message and the nature of the problem found. <EdNote>Needs expansion. </EdNote>
	4.2/2, 5.1.18

	Status Elements
	Indicates the state of execution of a transaction, e.g. CompletedOK, Failed, NotYetStarted, etc. Used to report either the end state or, in response to a query, possibly some intermediate state.
	5.1.5/6

	Authorizing Parties
	Identifies parties, other than sender and recipient that are authorizing that an action is carried out
	5.1.5/5c

	Language Codes
	We need to include these to define the languages of text/descriptive fields
	

	ID Attributes
	We need to work out where ID attributes are required
	


8 XML Header Definitions

<EdNote>Note we will only define this section once sections 6 and 7 are finalized (or nearly finalized) <EdNote>
8.1 XML Header DTD

8.1.1 Level 1 Header DTD

<!ELEMENT MessageHeader (ServiceType,Context)>

<!ATTLIST MessageHeader

Version CDATA #FIXED "1.0"

    
MessageType (Request|Response|Error) #REQUIRED

>

<!ELEMENT ServiceType (#PCDATA)>

<!ELEMENT Context (#PCDATA)>

8.1.2 Level 2 Header DTD

<!ELEMENT MessageHeader (ServiceType, Context, MessageContextData, Sender?,                                                                                                                                                 Receiver?, MessageManifest?)>

<!ATTLIST MessageHeader

Version CDATA #FIXED "1.0"

     MessageType (Request | Response | Error | Acknowledgement | CompletedOK) #REQUIRED

>

<!ELEMENT ServiceType (#PCDATA)>

<!ELEMENT Context (#PCDATA)>

<!ELEMENT MessageContextData (Identifier,TimeStamp,ReplyToMessageId?)>

<!ELEMENT Sender (LogicalAddress,Role?,Name?)>

<!ELEMENT Receiver (LogicalAddress,Role?,Name?)>

<!ELEMENT MessageManifest (DocumentReference+)>

<!ELEMENT Identifier (#PCDATA)>

<!ELEMENT TimeStamp (#PCDATA)>

<!ELEMENT ReplyToMessageId (#PCDATA)>

<!ELEMENT LogicalAddress (Identifier,Domain)>

<!ELEMENT Domain (#PCDATA)>

<!ELEMENT Role (#PCDATA)>

<!ELEMENT Name (#PCDATA)>

<!ELEMENT DocumentReference (DocType,DocEncoding,DocId,DocContext)+>

<!ELEMENT DocType (#PCDATA)>

<!ELEMENT DocEncoding (#PCDATA)>

<!ELEMENT DocId (#PCDATA)>

<!ELEMENT DocContext (#PCDATA)>

8.1.3 Level 3 Header DTD

<!ELEMENT MessageHeader (ServiceType, Context, MessageContextData, Sender, Receiver, MessageManifest?, TransactionContextData, QualityOfService, RelatedTransactions?, SecureTimestamp?)>

<!ATTLIST MessageHeader

Version CDATA #FIXED "1.0"

    
MessageType (Request | Response | Error | Acknowledgement | CompletedOK | Cancel) #REQUIRED

>

<!ELEMENT ServiceType (#PCDATA)>

<!ELEMENT Context (#PCDATA)>

<!ELEMENT MessageContextData (Identifier, TimeStamp, ReplyToMessageId?, Lifetime?, Priority?)>

<!ELEMENT Sender (LogicalAddress, Role?,Name?)>

<!ELEMENT Receiver (LogicalAddress, Role?,Name?)>

<!ELEMENT MessageManifest (DocumentReference+)>

<!ELEMENT Identifier (#PCDATA)>

<!ELEMENT TimeStamp (#PCDATA)>

<!ELEMENT ReplyToMessageId (#PCDATA)>

<!ELEMENT LogicalAddress (Identifier, Domain)>

<!ELEMENT Domain (#PCDATA)>

<!ELEMENT Role (#PCDATA)>

<!ELEMENT Name (#PCDATA)>

<!ELEMENT DocumentReference (DocType, DocEncoding, DocId, DocContext)+>

<!ELEMENT DocType (#PCDATA)>

<!ELEMENT DocEncoding (#PCDATA)>

<!ELEMENT DocId (#PCDATA)>

<!ELEMENT DocContext (#PCDATA)>

<!ELEMENT TransactionContextData (Identifier, Type, TimeStamp, Description?)>

<!ELEMENT Type (#PCDATA)>

<!ELEMENT Description (#PCDATA)>

<!ELEMENT Lifetime (#PCDATA)>

<!ELEMENT Priority (#PCDATA)>

<!ELEMENT QualityOfService (ResponseRequired)>

<!ELEMENT RelatedTransactions (Transaction+)>

<!ELEMENT SecureTimestamp (TimeStamp, Authority, Assertion)>

<!ELEMENT ResponseRequired EMPTY>

<!ATTLIST ResponseRequired

     Acknowledge (YES | NO) #REQUIRED

     CompletedOK (YES | NO) #REQUIRED

     Error (YES | NO) #REQUIRED

     Response (YES | NO) #REQUIRED

>

<!ELEMENT Transaction (Identifier, Keyword*, Reason)>

<!ELEMENT Keyword (#PCDATA)>

<!ELEMENT Reason (#PCDATA)>

<!ELEMENT Authority (#PCDATA)>

<!ELEMENT Assertion (#PCDATA)>

8.1.4 Level 4 Header DTD

<!ELEMENT MessageHeader (ServiceType, Context, MessageContextData, Sender, Receiver, MessageManifest?, TransactionContextData, QualityOfService, RelatedTransactions?, SecureTimestamp?)>

<!ATTLIST MessageHeader

     Version CDATA #FIXED "1.0"

     MessageType (Request | Response | Error | Acknowledgement | CompletedOK | Cancel) #REQUIRED

>

<!ELEMENT ServiceType (#PCDATA)>

<!ELEMENT Context (#PCDATA)>

<!ELEMENT MessageContextData (Identifier, TimeStamp, ReplyToMessageId?, Lifetime?, Priority?, SequenceNumber?, LastInSequence?)>

<!ELEMENT Sender (LogicalAddress,Role?, Name?)>

<!ELEMENT Receiver (LogicalAddress,Role?, Name?)>

<!ELEMENT MessageManifest (DocumentReference+)>

<!ELEMENT Identifier (#PCDATA)>

<!ELEMENT TimeStamp (#PCDATA)>

<!ELEMENT ReplyToMessageId (#PCDATA)>

<!ELEMENT LogicalAddress (Identifier, Domain)>

<!ELEMENT Domain (#PCDATA)>

<!ELEMENT Role (#PCDATA)>

<!ELEMENT Name (#PCDATA)>

<!ELEMENT DocumentReference (DocType, DocEncoding, DocId, DocContext)+>

<!ELEMENT DocType (#PCDATA)>

<!ELEMENT DocEncoding (#PCDATA)>

<!ELEMENT DocId (#PCDATA)>

<!ELEMENT DocContext (#PCDATA)>

<!ELEMENT TransactionContextData (Identifier, Type, TimeStamp, Description?)>

<!ELEMENT Type (#PCDATA)>

<!ELEMENT Description (#PCDATA)>

<!ELEMENT Lifetime (#PCDATA)>

<!ELEMENT Priority (#PCDATA)>

<!ELEMENT QualityOfService (ResponseRequired)>

<!ELEMENT RelatedTransactions (Transaction+)>

<!ELEMENT SecureTimestamp (TimeStamp, Authority, Assertion)>

<!ELEMENT ResponseRequired EMPTY>

<!ATTLIST ResponseRequired

     Acknowledge (YES | NO) #REQUIRED

     CompletedOK (YES | NO) #REQUIRED

     Error (YES | NO) #REQUIRED

     Response (YES | NO) #REQUIRED

>

<!ELEMENT Transaction (Identifier, Keyword*, Reason)>

<!ELEMENT Keyword (#PCDATA)>

<!ELEMENT Reason (#PCDATA)>

<!ELEMENT Authority (#PCDATA)>

<!ELEMENT Assertion (#PCDATA)>

<!ELEMENT SequenceNumber (#PCDATA)>

<!ELEMENT LastInSequence (#PCDATA)>

8.2 XML Header Schema Definition

An XML Schema version of the Header Structure in Section 6 
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� From knowledge of the document choreography, it is possible to determine: if the documents contained in the message is correct, and that they are being exchanged in the correct sequence.
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