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Future requirements for the TR&P group

0. Preface

In the Internet environment most part of the message exchanges happens between the client and a trusted server. There may be some systems where the messages are routed from one server to another before they have reached the recipient. This is possible, if the intermediates do something significant to the messages. If they only pass them over like email servers, their work is not necessary. The transport route is possible to put in tcp/ip packets to the recipient. In the http/https and with the browser you simply point to the receiving URL.

If the intermediates really work with the messages, they have to open the messages and you should consider them as trusted ones. They are agents of the senders or recipients. The message travels with hops.

The structure proposed seems to be too complicated. May be that all what is now proposed is needed for the various uses of today, but it is really impossible to change that for the sake of simplicity?

1. Layering 

If you use SSL as the layer of security, XML envelope to the routing and message headers for pre/postoprocessing and stripping all headers, you have the message for the application. If the messages inside of the SSL are really encrypted for the privacy reason (healthcare), the application should use routing and encrypting service of the previous layer. For the normal business there is no need to encrypt messages inside of the SSL protection, if the keys are long enough.

In these exceptional occasions you can use IPsec compatible methods like S/MIME or PGP or whatever is available on the moment.

The layers:
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SSL security is reached by transport protocol. Routeing information should be in the ebXML envelope, the pre- and postprocessing in the message headers and message itself is for the application. The clear distinction of the layers and software used should be preferred. To call ebXML aware software to do all is not a good solution.

I don't understand why there should be different message type headers. The need to send the message to certain application is evident, but different header for every type?

You can have the different messages in the payload part, if they all are aimed to the same goal, but usually there is only one message and some files as attachment.

2. Encoding

You should use UTF-8 or UTF-16 to have all the possibilities of Unicode and new naming conventions.

3. Use of XML

The XML has enough power to handle the XML header and pre/postprocessing needed to handle and manage the messages. We don't have now a standardised way how to handle them. W3C should make those standards. May be that a new HTTP version 2.x is needed to transfer files on the SSL, when encoding is UTF-8 or UTF-16

The use of XML should be the goal for ebXML.

4. The ability to manage messages and acknowledgements

For the EDI is crucial that you can get at least some acknowledgements back. The most important is the acknowledgement of receiving one particular message and its headers. In XML you can without sending the message control that it is correct using DTD or better schemas or DTD: s and datatypes. This should be the standard way of doing and not so that the recipient has to check the correctness of the message. 

The final check is in every case in the receiving application, but its burden should be so light as possible. Then to send a message that goes thorough the system, without any warning to the recipient may be possible. The negative acknowledgement of not accepted message is very helpful, but then it should really come of the application and not from some other source.

For the user only those messages have a value, which had done their job without any error.

Those acknowledgements should be standard messages and the intermediary software should have the ability to manage them. The same sort of software has to be in place to make audit trails. This means that the software is capable to identify coming messages, connect them to sent ones and make report what has happened. 
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