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Abstract 14 

This document defines the structures and processes used to provide Reliable Messaging within 15 
the ebXML Transport, Routing and Packaging architecture. 16 

Status of this Document 17 

This document is the first draft specification of ebXML Reliable Messaging and has been 18 
prepared for internal discussion within the ebXML Transport, Routing and Packaging Team. It is 19 
based on a presentation made in a Team meeting in Burlington, MA during 11-12 July, 2000. This 20 
document represents work in progress and no reliance should be made on its content. 21 

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", 22 
"SHOULD NOT", "RECOMMENDED",  "MAY", and "OPTIONAL" in this document are to be 23 
interpreted as described in IETF RFC 2119. 24 

25 
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1 Introduction 53 

1.1 Purpose and Scope 54 

This specification defines the Reliable Messaging function used within the ebXML messaging 55 
handling layer between ebXML Messaging Systems. It responds to the requirements for Reliable 56 
Messaging found in section 4.2(1) of Reference [1], and proposes changes to be incorporated 57 
into the Message Header Specification. 58 

1.2 Goal and Policy 59 

This ebXML Reliable Messaging Specification describes how to provide reliable message 60 
transmission between two Parties when the Parties use “at most once” communication semantics. 61 

A policy of this specification is to limit changes to existing ebXML specifications to only those 62 
changes required to define reliable messaging. Section 3 of this document proposes minimal 63 
changes to the ebXML Message Header Specification [2]. 64 

2 Reliability Architecture 65 

2.1 Base Concept 66 

To achieve reliable messaging between Parties, this specification defines a process which 67 
enables the Parties’ Messaging Systems to communicate with each other using “at most once” 68 
semantics. 69 

[For the purposes of this document, the term “Sender” means the Sending Party’s Messaging 70 
System which interacts with the underlying message transport, and “Receiver” means the 71 
comparable Messaging System used by the Receiving Party.] 72 

Reliable Messaging consists of the following fundamental concepts: 73 

• A transmitted message is identified by a Message Identifier and a Sender-generated 74 
Recovery Number. The Recovery Number is generated from a Recovery Counter which is 75 
unique to the Sender-Receiver pair. 76 

• When a transmitted message is lost due to a system or communication failure, the Sender 77 
will re-send the lost message to the Receiver.  78 

• The Receiver receives the re-sent message and determines whether the message is a 79 
repeated message or not by using information in the Message Identifier and/or a Sender-80 
generated Recovery Number located in the Message Header. 81 

• If the re-sent message is repeated, the Receiver discards the message. If the message is not 82 
repeated, the Receiver stores the message in its persistent storage. 83 

2.2 Features 84 

Reliable Messaging has following features: 85 

• Minimum changes to existing ebXML specifications 86 



   

ebXML Reliable Messaging Specification v0-06.doc  (26-July-2000) 4 

To implement reliable ebXML messaging, this specification adds one new element, 87 
Recovery Number, to the “Message Data” element, and it adds two new elements, Message 88 
Expiration Timestamp and Window Count, to the “Reliable Messaging Info” element in the 89 
ebXML Message Header. 90 

• No dependence on specific transport protocols 91 

Since Reliable Messaging does not use a transport protocol specific function, it works on any 92 
transport protocol, such as HTTP or SMTP. 93 

• Simple and lightweight protocol 94 

Reliable Messaging uses existing ebXML message types (Normal Message, 95 
Acknowledgement Message and Error Message) which are defined in [2]. It does not require 96 
additional message types. 97 

• High Performance 98 

Reliable Messaging includes a Sliding Window method for high performance communication 99 
between Parties. This technique allows the Sender to batch multiple messages and receive 100 
only one Acknowledgement Message in reply. 101 

• No dependence on a TP monitor 102 

Reliable Messaging does not need any other service which provides a transaction function, 103 
such as a TP monitor. 104 

2.3 Message Header Elements used for Reliable Messaging 105 

2.3.1 Message Data 106 

Reliable Messaging uses the Message Identifier, which uniquely identifies that message, and a 107 
Recovery Number. They are placed in the Message Data Element of the Message Header for 108 
each message and are defined as shown in Table 2-1. 109 

 110 

Table 2-1 Message Data Element 111 

Message Header Element Outline Description 

6)  Message Data  

 a) Message Identifier This is a globally unique identifier for an individual 
Message. It is a string that consists of the Sender’s 
globally unique address on the Internet (e.g. IP 
address, URL, etc.), time stamp, sequential number, 
etc. In Reliable Messaging, it may be used to detect 
repeated messages by the Receiver. 

<Note> Need to define detailed format </Note> 

    b) Recovery Number Integer value which is sequentially incremented (e.g. 
1, 2, 3, 4, ...) for each Sender-prepared message to 
the Receiver. The Sender uses a different Recovery 
Counter for each Receiver. In Reliable Messaging, it 
may be used for an effective check for repeated 
messages by the Receiver. 

<Note> May use one Recovery Counter for all 
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Receivers?; Need to define size of Recovery Counter 
</Note> 

 c) Message Creation 
  Timestamp 

<see definition in Message Header specification> 

 d) Ref To Message Identifier <see definition in Message Header specification> 

 112 

Each Message Data element includes a Recovery Number for an efficient check of repeated 113 
messages by the Receiver. The Sender uses individual persistent Recovery Counters to generate 114 
Recovery Numbers for each Receiver. 115 

2.3.2 Reliable Messaging Info 116 

Reliable Messaging uses a Message Expiration Timestamp in the Reliable Messaging Info 117 
element to allow the Sender to specify a message lifetime and to support garbage collection. 118 
Window Count in the Reliable Messaging Info element supports a “Sliding Window” method for 119 
the message transfer sequence. They are defined as shown in Table 2-2. 120 

 121 

Table 2-2 Reliable Messaging Info Element 122 

Message Header Element Outline Description 

10) Reliable Messaging Info  

 a) Guaranteed Delivery <see definition in Message Header specification> 

 b) Message Expiration 
  Timestamp 

Shows message lifetime when used with the Message 
Creation Timestamp. If a message expires before it 
reaches the receiving Party, Sender and Receiver may 
remove the message from their persistent storage. 

 c) Window Count Indicates the number of messages in the Window. This 
element appears only when the “Guaranteed Delivery” 
element indicates “AtMostOnce” semantics and this 
message is the last Normal Message in the Window. 

When the Receiver receives a Normal Message which 
includes this element, the Receiver returns an 
Acknowledgment Message or an Error Message to 
notify the Sender whether or not all messages in the 
Window were successfully received. 

 123 
124 
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2.4 Message Transfer Sequence 124 

A sequence of messages, or “Window”, may be sent and a single acknowledgement message 125 
returned to the Sender once all the messages in the Window have been received. With respect to 126 
a particular Sender and Receiver pair, transmission of one Window must be completed before 127 
another Window may be sent. 128 

Figure 2-1 Message Transfer Sequence in a Window 129 

Reliable Messaging utilizes persistent storage and a variation of Sliding Window method as 130 
shown in the following sequence: 131 

 (1) Message copy 132 

Sender initially stores messages passed from the ebXML application in persistent storage, 133 
and then copies the stored messages for message transfer. 134 

(2) Sending messages 135 

Sender sends several messages to Receiver before receiving an Acknowledgement 136 
Message from the Receiver. Each message is identified by a Message Identifier and a 137 
Recovery Number in the Message Header. Sender notifies Receiver of the end of the 138 
Window by using the Window Count element in the Reliable Messaging Info element of the 139 
last message in the Window. 140 

(3) Receiving and storing message 141 

The Receiver receives and stores the all messages of the Window in persistent storage. 142 

(4) Acknowledgment by Receiver 143 

Sender Receiver

If reply is Ack Message, 
Sender removes the 
transmitted message

Message

Receive and store the 
messages in 
persistent storage

Check
reply

q Detect error here
q When an error is detected, 

a recovery sequence is 
automatically executed

Send several messages with 
Message-Id including 
Recovery Counter value

Return reply status

Acknowledgement 
Message

2
3

45

5

Message

Message

Message

Message

Message

Message

Message

Normal Message
(Recovery Number = 5)

Normal Message
(Recovery Number = 6)

Normal Message
(Recovery Number = 7)

Normal Message
(Recovery Number = 8,
Window Termination = 4)

Copy several 
messages from 
persistent storage

1
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When the Receiver receives a message which includes the Window Count element in the 144 
Reliable Messaging Info element, the Receiver compares the Window Count value with the 145 
number of messages received for this Window. If both numbers are the same, the Receiver 146 
returns an Acknowledgment Message to the Sender; otherwise, an Error Message is returned.  147 

(5) Reply check and removal of transferred messages by Sender 148 

Sender checks the Acknowledgement Message from the Receiver. If the reply is the 149 
appropriate Acknowledgement Message for the transferred messages, Sender removes the 150 
transferred messages from Sender’s persistent storage. 151 

<note> 152 

- Need to define maximum message size in this specification or another specification 153 

- Need to define the format and content of Error and Acknowledgement Messages used in 154 
Reliable Messaging 155 

- Need to define how to split and transfer large files in this specification or another specification 156 

 </note> 157 

2.5 Error Detection 158 

• Transport protocol level error 159 

When the Sender detects a transport protocol level error (such as an HTTP, SMTP or FTP  160 
error), the Sender’s recovery handler will execute a recovery sequence. 161 

• ebXML Message level error 162 

When the Sender detects a timeout while waiting for an Acknowledgement Message, the 163 
appropriate recovery handler in the Sender executes a recovery sequence. 164 

When the Sender receives an Error Message from the Receiver, the Sender’s recovery 165 
handler checks the error status of the Error Message. If the error status indicates the 166 
possibility of a lost message, the recovery handler executes a Window Recovery Sequence 167 
as shown in the next section. If the error status indicates another error, such as an invalid 168 
message header format or an invalid payload format, the recovery handler passes the Error 169 
Message to a higher process because such an error is out of the scope of the Reliable 170 
Messaging. 171 
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2.6 Window Recovery Sequence  172 

Figure 2-2 Recovery Sequence for Lost Message in Window 173 

• Transport protocol level error 174 

In the case of a transport protocol level error, Sender re-sends all the messages in the 175 
Window to the Receiver. 176 

• Acknowledgement Message Timeout 177 

In the case of an Acknowledgement Message timeout, Sender re-sends all the messages in 178 
the Window to Receiver. 179 

• Error Message indicating lost message 180 

After receiving a Window Count field, the Receiver checks for a difference between the  181 
number of messages indicated by Window Count in last Normal Message and the number of 182 
messages received in the Window. If there is a discrepancy, the Receiver returns an Error 183 
Message, which indicates which messages have been received in the Window using the 184 
message Recovery Numbers. The Sender can then determine which messages were lost 185 
and only re-send lost messages to the Receiver. 186 

2.7 Detection of Repeated Messages by the Receiver 187 

Detection of repeated messages in the Receiver using Message Identifiers and/or Recovery 188 
Numbers is implementation dependent. However, an effective detection logic can be suggested 189 
which uses Recovery Numbers: 190 

SenderSender ReceiverReceiver

Recovery Number = 5

Normal Messages

Recovery Number = 6

Recovery Number = 7

Recovery Number = 6
with Window Termination = 4

Re-send the
lost  message(s)
in the window

Acknowledgement Message

Recovery Number = 8
with Window Termination = 4

Error Message
received Recovery Number =5, 7,  8
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 191 

Figure 2-3 Detection of Repeated Message s in a Window 192 

• Receiver creates a Recovery Number Store for each Sender. One Recovery Number Store 193 
holds the Recovery Numbers for all messages within one Window which are received from a 194 
Sender. 195 

• Whenever a message is received, the Receiver compares the message’s Recovery Number 196 
with the all numbers recorded in the Recovery Number Store. 197 

− If the same number is detected, the message was repeated and the Receiver discards 198 
the message 199 

− If the number is not duplicated, the Receiver records the message’s Recovery Number 200 
in Recovery Number Store and stores the message in its persistent storage 201 

• When the first message of the next Window is received, the Recovery Number Store is 202 
cleared and reused for messages in next Window. 203 

2.8 Garbage Collection 204 

Sender and Receiver may automatically remove unused Recovery Counters and Recovery 205 
Number Stores to reduce system resources required for Reliable Messaging.  206 

Each Recovery Counter used by the Sender has a Recovery Counter Expiration in persistent 207 
storage. Whenever a message is sent, the Message Expiration Timestamp from the message’s 208 
Reliable Messaging Info element is stored in the Recovery Counter Expiration, overwriting the 209 
previous value. The Sender may remove the Recovery Counter and its associated Recovery 210 
Counter Expiration when all the following conditions are satisfied at same time: 211 

• Recovery Counter for the Receiver has expired using the Recovery Counter Expiration 212 

• Sender is not sending a Normal Message to the Receiver 213 

• Sender is not waiting for an Acknowledgement Message from the Receiver 214 

• There is no subsequent message in persistent storage which should be sent to the Receiver  215 

SenderSender ReceiverReceiver

Recovery Number = 5

Normal Messages

Recovery Number = 6

Recovery Number = 7

Detect timeout

Recovery Number = 5

Recovery Number = 6

Recovery Number = 7

Re-try: send all
messages in the
Window again

Acknowledgement Message

Recovery Number = 9
Recovery Number = 10

…
…

5

5 6

5 6 7

5 6 7

5

6 7

5

6 7

5

6 7

8

9

9 10

Status of Recovery Number Store

Detect repeated message

Detect repeated message

Detect repeated message

Clear and reuse Recovery
Number Store for next
cycle

Recovery Number = 8
with Window Termination = 4

Recovery Number = 8
with Window Termination = 4
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Similarly on the Receiver side, each Recovery Number Store has Recovery Number Expiration in 216 
persistent storage. Whenever a message is received, the Message Expiration Timestamp in the 217 
received message’s Reliable Messaging Info element is stored in the Recovery Number 218 
Expiration, overwriting the previous value. The Receiver may remove the Recovery Number Store 219 
and its Recovery Number Expiration when the all the following conditions are satisfied at same 220 
time: 221 

• Recovery Number Store for the Sender has expired using the Recovery Number Expiration 222 

• The Receiver is not receiving any Normal Messages from the Sender 223 

3 Changes to Existing ebXML Specifications 224 

3.1 Changes to ebXML Message Header Specification v0-5 225 

• Add a Recovery Number element to the Message Data element (see “Table 2-1 Message 226 
Data Element”) 227 

• Add Message Expiration Timestamp and “Window Count elements to the Reliable 228 
Messaging Info element (see “Table 2-2 Reliable Messaging Info Element”). 229 

3.2 Changes to Other ebXML Specifications 230 

There are no changes to other ebXML specifications. 231 

4 Open Issues 232 

The following issues will need further discussion in the Transport, Routing and Packaging Team. 233 

4.1 Reliability in Routing through Intermediate Nodes 234 

[TBD] 235 

4.2 Trading Partner Agreement (TPA) Considerations 236 

[TBD] 237 

4.3 Codeset Conversions 238 

[TBD] 239 

4.4 Time synchronization 240 

[TBD] 241 
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4.5 Definition of terms 242 

[TBD] 243 
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