ebXML Security Discussion 

To achieve agreement on security for ebXML messaging we need to come to a common understanding of terms and requirements.  Included is some background  to use in the discussion at the face to face in Dallas; a set of security terms, a copy of the requirements related to security and audit from the TRP Overview and Requirements Working Draft 26-May-2000 and  a skeletal set of risks and countermeasures.

I would like to separate the discussion of security into several parts:

1) Agree on Security Terms 

2) Refine Security Requirements- we cannot go forward without clearly defining the security requirements for TRP at the next level of detail (See Appendix A)

3) Identify Risks/Countermeasures including those that are NOT addressed by TRP or ebXML

4) Define the scope of Security for TRP

5) Nominate Security Technology—identify known ways of addressing the requirements 

6) Discuss the definition of a set of Security Profiles and Policies-- assert policy statements to identify what threats a particular set of  Security Technology is attempting to thwart and try to identify all necessary algorithms and implementation details to enhance interoperability

a. The Policy section will need to be a TPA/TRP joint effort.  We may need to expand the sections currently defined to include references (URI’s) to policies for  certificates and trust hierarchies as well as algorithms.

b. Appendix B contains the current message header and payload definition

c. Appendix C contains some potential profiles

i. Specifically, there is a reference to a proposal by Igor Balabine from Netfish which has been previously circulated on the mailing list

This is a strawman proposal for a set of goals for the Face to Face: have a clear set of requirements, have a definition of the scope of security for the TRP group, and an outline of the document that the TRP group will produce to address security.

The following information is really offered to “level set” the group who will participate in the discussion and it is not intended to be included in the document produced as a result of the working group effort.

1) Definition of Security Terms

Identification: a claimed identity

Privacy: the ability to allow only the intended recipient to read a message

Authentication: reassurance to the recipient of the identity of sender

Authorization:  determines whether or not the principal who has been authenticated is allowed to perform an action

Integrity: reassurance that the message content has not been modifie

Security Policy: how you determine what countermeasures to use

Non-repudiation: ability to prove to a third party that the sender did authorize an action

Proof of submission: verification that the message was submitted

Proof of delivery: verification that the message was received 

Message sequence integrity: reassurance that a sequence of messages were received  without loss

Message flow confidentiality: an extension of privacy to cover header information

Identification of principals is essential for knowing who is responsible for actions. Identification is the act or process that presents an identifier to a system so that the system can recognize a system entity and distinguish it from other entities. In ebXML we have unique identifiers both for senders/receivers and for messages. One question is whether or not we need an identity for message services in addition to the target senders and receivers of messages.

An authentication scheme is the mechanism used to verify that a named identity is valid.  The most common scheme for authentication is a password based shared-secret key mechanism.  An alternative to password based authentication schemes is public key authentication.  In this model  a private/public key pair is issued to the user. The private key is owned and maintained by the user and there is no central database for  storing passwords.  This eliminates the risk of someone breaking in and stealing the password database and distributes the risk to the individual to protect the private key. Some Public key authentication schemes require an authentication step to validate the certificate chain of the issuer of the certificate by searching backward through the set of issuer certificates starting with the user certificate issuer.Others rely on direct trust of the certificate.  The burden of tracking "revoked" certificates is left to the authentication service.  The authentication service must check a "revocation list" to make sure the certificate is still valid and that it has been issued by a legitimate issuer. Most browsers today are configured to contain the most common set of issuer root certificates. Public key authentication schemes generally  use a challenge response mechanism to perform authentication so the private key is never sent on the network.  The server issues a challenge and the client encrypts the challenge with its private key and sends the challenge and the public key of the client to the server.  The server then uses the public key to verify that the client did encrypt the challenge....only the public key matching the clients private key can yield the original challenge. 

An application of digital signatures is technical non-repudiation.  Non-repudiation is the act of applying a digital signature to a piece of information.  Full non-repudiation is the term used by legal entities and involves collecting the relevant information to assert a claim in a court of law.  The IETF defines a non-repudiation service to be

      (I) A security service that provide protection against false denial of involvement in a communication. (See: repudiation.)

      (C) Non-repudiation service does not and cannot prevent an entity from repudiating a communication. Instead, the service provides evidence that can be stored and later presented to a third party to resolve disputes that arise if and when a communication is repudiated by one of the entities involved. There are two basic kinds of non-repudiation service:

       - "Non-repudiation with proof of origin" provides the recipient

         of data with evidence that proves the origin of the data, and

         thus protects the recipient against an attempt by the

         originator to falsely deny sending the data. This service can

         be viewed as a stronger version of an data origin

         authentication service, in that it proves authenticity to a

         third party.

       - "Non-repudiation with proof of receipt" provides the originator

         of data with evidence that proves the data was received as

         addressed, and thus protects the originator against an attempt

         by the recipient to falsely deny receiving the data.

      (C) Phases of a Non-Repudiation Service: Ford [For94, For97] uses  the term "critical action" to refer to the act of communication that is the subject of the service:
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      1. Before the critical action, the service requester asks, either implicitly or explicitly, to have evidence of the action be  generated.

      2. When the critical action occurs, evidence is generated by a process involving the potential repudiator and possibly also a  trusted third party.

      3. The evidence is transferred to the requester, or stored by a third party, for later use if needed.

      4. The entity that holds the evidence tests to be sure that it will suffice if a dispute arises.

      5. The evidence is retained for possible future retrieval and use.

      6. In this phase, which occurs only if the critical action is repudiated, the evidence is retrieved from storage, presented  and verified to resolve the dispute.

Once a user has been authenticated, the authorization mechanism determines if they are allowed to perform an action. There are many ways to express access rules. For subject based Discretionary Access Control (DAC), the two most popular are to attach to a subject all the objects it has access to ( a capability list) or attach to each object a list of subjects that can access it  (an access control list, or ACL) . The "names of the principals" are generally the identities provided by the authentication step.

The IETF defines  authorize

      (I) (1.) An "authorization" is a right or a permission that is granted to a system entity to access a system resource. (2.) An"authorization process" is a procedure for granting such rights. (3.) To "authorize" means to grant such a right or permission.

      (O) SET usage: "The process by which a properly appointed person  or persons grants permission to perform some action on behalf of  an organization. This process assesses transaction risk, confirms that a given transaction does not raise the account holder's debt above the account's credit limit, and reserves the specified amount of credit. (When a merchant obtains authorization, payment for the authorized amount is guaranteed--provided, of course, that the merchant followed the rules associated with the authorization process.)" 
There is another form of access control based on a role, know as “Role Based Access Control” or RBAC.

“In many organizations, the end users do not ``own'' the information for which they are allowed access. For these organizations, the corporation or agency is the actual ``owner'' of system objects as well as the programs that process it. Control is often based on employee functions rather than data ownership. 

Access control decisions are often determined by the roles individual users take on as part of an organization. This includes the specification of duties, responsibilities, and qualifications. For example, the roles an individual associated with a hospital can assume include doctor, nurse, clinician, and pharmacist. Roles in a bank include teller, loan officer, and accountant. Roles can also apply to military systems; for example, target analyst, situation analyst, and traffic analyst are common roles in tactical systems. A role based access control (RBAC) policy bases access control decisions on the functions a user is allowed to perform within an organization. The users cannot pass access permissions on to other users at their discretion. This is a fundamental difference between RBAC and DAC. 

Security objectives often support a higher level organizational policy, such as maintaining and enforcing the ethics associated with a judge's chambers, or the laws and respect for privacy associated with the diagnosis of ailments, treatment of disease, and the administering of medicine with a hospital. To support such policies, a capability to centrally control and maintain access rights is required. The security administrator is responsible for enforcing policy and represents the organization.”

2) Summary of the Requirements:

Having a clear set of requirements is essential for producing the appropriate security proposals.  There are some general issues that we need to work through on the requirements.

We need to define the requirements at the next level of detail.  For example, do we support verifying authentication at the message level?  Or is this an application function?  

Is quality of service a security issue? Or just a general message issue?

When applying digital signatures, do we only look at the existing technology like SMIME or do we try to anticipate how XML digital signatures might be applied?  If we are going to look toward future technology we need to think about versioning or  how message services can recognize an evolution of technology in the messages. We need to decide if we support multicast.  We need to decide about limitations on persistence of  encrypted data.

The work started by Dick Brooks has begun to look at what requirements are addressed with which phase of TRP.  We need to work further on this and at least explore the basic issues for multi-hop so that we understand if we are building in limitations that will not let us implement security in a multi-hop environment in the future.  ( See Appendix A)

The requirements as stated are a complete set of options for applying security technologies but do not address defining profiles or policies for security.  It may be appropriate for the Security Technology piece to be part of the TRP working group and the profiling to be part of the BP and TPA work.  However, the two must be well integrated if we are to hope for interoperability.  For example, do we apply digital signatures to TPA documents?  If the message service needs to validate a TPA, does it need to verify the signature first?

The requirements specification identifies the following as requirements for security and audit trails:

1) For non-repudiation, message integrity and authentication purposes the following are requirements:

a. Documents and/or message headers may be digitally signed

b. The signature over the documents or message headers shall be independent of the transport protocol used

c. A single digital signature may be used to bind together documents either:

i. Within the same message

ii. In another message

iii. Somewhere else (for example the content at a URL)

d. Signatures on digitally signed documents may be used to:

i. Verify the authenticity of the party that is the sender

ii. Provide non-repudiation of  origin or receipt

iii. Ensure that the content of the message has not changed

2) For privacy and confidentiality purposes:

a. All or part of the documents in a message may be encrypted prior to sending

b. Messages may be encrypted during transportation using a transport protocol

3) Secure timestamps:

a. Documents or messages may be time stamped securely with a digital signature

b. Secure time stamps may be generated by a trusted third party

c. Timestamps shall be recorded in a location independent way (e.g. UTC)

4) The set of documents and messages that are contained within a message set shall be:

a. Globally uniquely identified

b. Related to one another

5) Two or more message sets that are related to one another should be capable of being linked together by enabling one message set to refer to another message set’s message set identifier.

6) A trace or path through the services an parties through which documents have passed should be indentifiable and analyzable after the event

7) Digital signatures may be used to bind the documents and message sets in the sequrence in which they were used.

3) Risks and Countermeasures

A “risk” is the likelihood that a vulnerability will be exploited or a threat may become harmful.

“Countermeasures are methods to reduce vulnerabilities. They can be simple or complex. They can be implemented to thwart any part of an attack. But just as attacking a system is 

More complicated that simply finding a vulnerability, defending a system is more complicated than just defining a countermeasure. There are three parts to an effective countermeasure:


Protection


Detection


Reaction

A wall safe is an example of a “protection” against theft.  An alarm is an example of a “detection” and a guard is an example of a “reaction”. 

When attempting to define a complete set of countermeasures you need to define a trust model.  A trust model is how an organization determines who to thrust with what pieces of the assets.   One challenge for ebXML is how to extend the same level of trust we have in the physical world to the virtual world of e-commerce.” 

Some of these threats & countermeasures are really directed at lower levels of the network stack or apply to IT environments and may not be appropriate for ebXML to address.  The task is to spend some time on doing a risk assessment and calculate which risks (if any) can be addressed  by making the right design choices.  

Potential categories of security risks for ebXML messaging are:

Unauthorized Access


Authorization 


Integrity/Privacy of Data

Disclosure of Information


Audit trails

Denial of Service/Spoofing/Bombing

The sections below begin with some introductory text to explain the risk.  Then, each of the risks identified has several levels at which it can be addressed.  Each countermeasure is identified from 3 perspectives, the “message level” perspective, the Policy perspective and the application perspective. 

1. Unauthorized Access
The security terminology used to describe the risk of unauthorized access includes identification, authentication, authorization and non-repudiation.
The  message header contains two fields which identify the sender and the receiver of the ebXML message.

· From – the logical address of the sender of the message.

· To – the logical address of the intended recipient of the message.

The From element identifies the Party which originated the message. It is a logical identifier, which MAY take the form of a URN. The From element consists of a PartyId element.

The To element identifies the intended recipient of the message. As with From, it is a logical identifier which is comprised of a PartyId element.

The PartyId element has a single attribute; context and a text value

The purpose of the MessageData element is to provide a means of uniquely identifying the message. It is a composite element which contains the following three subordinate elements:

· MessageId – a globally unique identifier for the message conforming to [RFC2111].

· TimeStamp – a value representing the time that the message header was created conforming to [ISO-8601]. The format of CCYYMMDDTHHMMSS.SSSZ is used.  This time format is Coordinated Universal Time (UTC).

· RefToMessageId – a globally unique identifier which relates the current message to a previous message. It MUST contain the value of the MessageId of the related message or the value "Not Applicable".

1.A.  ebXML Message Level Countermeasures for Unauthorized Access

Authentication can occur at the message level or at the application level.

Should the message service be capable of authenticating requests if requested by policy?

1.B. ebXML Policy Countermeasures for Unauthorized Access

Currently the TPA is specified for two parties.  We need to decide if we support multi-party agreements and what that translates to in the headers and how this impacts encryption policies.

1.C. ebXML Application Countermeasures for Unauthorized Access

Is the  From and To an application identity for authentication at the application level only? Or is this an identity that the message service can authenticate?
2. Authorization and Access Control
· The TPAInfo element is a composite set of information which relates to the Trading Partner Agreement under which the message is governed. 

· TPA defines “roles” ….a tpa which specifies “roles is considered a “prototype” TPA and it must be replaced by specific parties to be a “qualified TPA”.

2.A. ebXML Message  Countermeasures for Authorization

 Is authorization allowed at the message level? Is it derived from the TPA? Is a responsibility of the Service Interface?

Do we allow the attachment of attribute certificates?

2.B. ebXML Policy Countermeasures for Authorization
2.C ebXML Applications Countermeasures for Authorization

Is the authorization enforced at the application level? Is it the responsibility of the application to read the TPA and implement the stated policy?
3. Integrity/Privacy of Data

Securing a messaging system by cryptography does two things: digital signature  can provide authenticity, encryption can provide privacy. But there are other ways to break the system. Like any network packet, any message between the source and destination can be read along the way. It’s like a postcard. Anyone who can touch it can read it. And there is no way of verifying the signature or return address, which is what spammers love. 

Integrity protection is the term used to express that data needs to be protected from unauthorized modification while it is stored or passed over the network.  The common technology for integrity protection is generating  a hash of the data  and storing both the information and the hash securely. In a network protocol the hash is sent through a protected means and is used to validate that the data received is the same data that was sent.  

Privacy or confidentiality is the term used to express that data needs to be encrypted while it is stored or passed over the network.  The common Message for privacy protection is symmetric key encryption like DES or triple-DES.  

3.1 ebXML Message  Countermeasures for Data Integrity/Privacy

(See Profiles in the Appendix)
3.2 ebXML Policy Countermeasures for Data Integrity/Privacy

TPA:

The  TPA proposal (Version 1.0.6)  contains security configuration information in several areas of the document.  There is security information within the  Delivery Channel section which specifies Transport Security. The Document Exchange section has an area for Message Security. 

Since the TPA was designed to be between two parties, there is no support for Message Flow Confidentiality or Routing Headers

3.3 ebXML Applications Countermeasures for Data Integrity/Privacy
4. Disclosure of Information
Since every computer system is subject to compromise from within, and many can be compromised if authorization is circumvented, it is important to understand the risk of disclosure and implement policies about accountability as a last resort. 

4.1 ebXML Message Countermeasures for Disclosure of Information

 Each message service should implement an audit log and capture the following information:
4.2 ebXML Policy Countermeasures for Disclosure of Information
4.3 ebXML Applications Countermeasures for Disclosure of Information
5. Denial of Service, Spoofing/Bombing
It is assumed that ebXML data and operations flow over the existing web infrastructure. All message services will implement their own web security infrastructure and practices. There are threats at all levels of the stack that need to be addressed through other means outside ebXML.

The classic example of a denial of service attack is to flood a computer with hello (SYN) packets and getting it to crash in its efforts to respond.  What makes them difficult to defend against is that the technolgy doesn’t exist to trace who originates the attack.

Bombing is an attack that sends so many messages that the person’s system fills and crashes under the load.

Spoofing is disguising the origin of a an attack by modifying the identity of the sender.

ebXML Message Countermeasures for Denial of Service

Message services need to be able to immediately detect messages that could be a denial of service attack and reject these messages. 

Message Services must be able to authenticate the message sender when authentication is required.

ebXML Policy Countermeasures for Denial of Service
4) Scope of Security for ebXML TRP

??????

5) Security Technology

Examples of Security Technologies would be S/MIME, SSL, XML Digital Signatures and PKI Infrastructure including X509 Certificates and Attribute Certificates. Currently the TPA holds the configuration information for a specific agreement between (two) parties. In analyzing the security requirements and technologies, it may be appropriate to develop a set of Security Profiles to facilitate and demonstrate interoperability. An example of a profile would be “SSL authentication and protection of data through a point to point internet connection”.  The SSL Profile addresses threats to data from external sources attempting to read or modify clear text data while it is being sent across the internet.   It does not address threats of modifying the data once it is received as the recent case of credit card numbers being stolen from an audit trail of SSL connections demonstrates. In this case the profile would address requirements 2b and 6. 

6) Security Policy aka TPA:

The  TPA proposal (Version 1.0.6)  contains security configuration information in several areas of the document. The TPA is structured to layer its structure analogous to a layered communication model. It identifies three layers:

Business Protocol Layer

Document Exchange Layer

Transport Layer

When a given TPA can be repeatedly reused for different groups of parties a prototype TPA or a template can be written in terms of role parameters rather than specific party names. An authoring tool then generates a specific TPA by substituting party names for the role parameters.

TPAs currently are configuration information only.  There needs to be a discussion of which level of ebXML is responsible for enforcing which piece of the security information identified above.

APPENDIX A

DELIVERY MATRIX

Draft Version: 0.1

Date: September 21, 2000

Author:Maryann Hondo/Igor Balabine


1.1.1 Potential Additional FUNCTIONAL REQUIREMENTS

1.1.2 Security USE CASE

The functional requirements specified for phase 2 & 3 should be sufficient to support the following user scenarios:

1. A party wishes to exchange EDI with another party. The sending party has defined a TPA and the receiving party has accepted the agreement defined in the TPA including an Authorization policy, and a Confidentiality Policy.  EDI data is encrypted and sent from originator to an intermediary message service which is responsible for routing the request to the appropriate set of business partners defined by the recipient’s organization and documented in the TPA.  A positive acknowledgement is issued by the message service as well as the target recipients to the originator indicating a successful transfer. All messages have been digitally signed for non-repudiation purposes prior to transport by either or both parties. 

2.  A party wishes to engage in a Rosetta Net exchange with another party. …..

1.1.3 New Security Requirements Proposal

	Functional Requirement
	Reference
	Comments

	Define TPA elements for policies :

Authorization Policy

Authentication Policy

Privacy Policy

Integrity Policy

Confidentiality Policy

PKI Policy

Audit Policy
	
	

	Some of the elements in the TPA (or the TPA itself) may need to be digitally signed.
	
	

	The message services  need a security model:

a)  message service must authenticate Senders and/or Receivers if required by the TPA or reject the message(or else it cannot protect itself from denial of service attacks)
	
	

	b) message services may need to define access control  for authenticated message services

(do we allow anyone to send a certain subset of the messages, but require authentication for another subset)
	
	

	c) Signatures may be required on message headers 


	section 4.4
	

	d) privacy and confidentiality may be required in a message header

	section 4.4
	

	e) accountability for messages

Secure timestamps, what needs to be collected in an audit trail?

 
	section 4.4
	

	
	
	

	
	
	

	
	
	

	
	
	


APPENDIX B
Current State of Message Envelope:

Currently an example of a message envelope for TRP over HTTP looks like this:

POST /ebxmlhandler HTTP/1.1

Accept: multipart/related

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Group 8760 InsideAgent

Host: localhost:9090

Connection: Keep-Alive

Content-Type: multipart/related; type=application/vnd.eb+xml; version=0.1; 

boundary=---------------------------7d02a82e5f8

Content-Length: 9293

-----------------------------7d02a82e5f8

Content-ID: ebxmlheader-9981

Content-Length: 211

Content-Type: application/vnd.eb+xml; charset="UTF-8";

<?xml version="1.0" encoding="UTF-8"?>

<ebXMLMessageHeader xmlns='http://www.xml.org/ebXMLStds/ebXMLMessageHeaderv1'>


<Version>1.0</Version>

       <MessageType>Request</MessageType>


<ServiceType>Payroll</ServiceType>


<Intent>RecordCommission</Intent>

</ebXMLMessageHeader>

-----------------------------7d02a82e5f8

Content-ID: ebxmlpayload-9981

Content-Length: 7517

Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>

<!-- edited with XML Spy v2.5  - http://www.xmlspy.com -->

<HITISMessage xmlns="" Version="1.0">

</HITISMessage>

-----------------------------7d02a82e5f8--

APPENDIX C

Profiles:

One way of communicating which pieces of security technology have been applied to a particular message exchange is to define a series of Profiles.  Each Profile would apply a particular [set of ] Security Technology [ies] that are defined to be supported by the specification to address a subset of the stated requirements.  The Profiles can be defined through TPA tags and we might want to revisit the current definitions to facilitate this.

For example:

ProfileA might  propose to implement SSL at the transport Layer to address requirements 2b and 6. In this case the ebXML envelope and header would be represented as clear text.

An SSL connection between a sender and a receiver would provide privacy, integrity, and authentication but as stated earlier does not address the protection of information once it is received. So the receiving agent would need to be able to extract and audit the name of the authenticated entity in the SSL connection and create an audit record in an audit trail that associated the message with the sender and had the appropriate protection for integrity and  privacy. 

Another profile, ProfileB,  could be proposed  to authenticate and integrity protect ebXML messages according to the S/MIME V2 spec.  In this case, the full message with headers and payload would be hashed and signed. So keeping the record itself would provide audit information in the signature as well as the integrity check.

(see proposal by Igor Balabine for the full details)  

POST /ebxmlhandler HTTP/1.1

Accept: multipart/related

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Group 8760 InsideAgent

Host: localhost:9090

Connection: Keep-Alive

Content-Type: multipart/signed; protocol=application/pkcs7-signature; micalg=sha1;

boundary=---------------------------7d02a82e5f8

-----------------------------7d02a82e5f8

Content-Type: multipart/related; protocol=application/pkcs7-signature; micalg=sha1;

Content-ID: ebxmlheader-9981

Content-Length: 211

Content-Type: application/vnd.eb+xml; charset="UTF-8";

<?xml version="1.0" encoding="UTF-8"?>

<ebXMLMessageHeader xmlns='http://www.xml.org/ebXMLStds/ebXMLMessageHeaderv1'>


<Version>1.0</Version>

       <MessageType>Request</MessageType>


<ServiceType>Payroll</ServiceType>


<Intent>RecordCommission</Intent>

</ebXMLMessageHeader>

Content-ID: ebxmlpayload-9981

Content-Length: 7517

Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>

<!-- edited with XML Spy v2.5  - http://www.xmlspy.com -->

<HITISMessage xmlns="" Version="1.0">

</HITISMessage>

-----------------------------7d02a82e5f8—

Content-Type: application/pkcs7-signature; name=smime.p7s

Content-Transfer-Encoding:base64

Content-Dispostion: attachment; filename-smime.p7s

Jldjsalfjlkdjsalkjfdlkjsaflkdjsalk;fjdsalkgjlkfdsjaglkdsjagdlksajgdlks;agj;lsakjgdlsajg’ajjldjsaldkfjslakjdfklsjafdlksajfdlksajfdklsajflkdsjlkfaljdslkafjdjsalfjlsajflkdjsalkfjdlksjafldjsalfjdlsajflkdjsalkfjdlsajfldsjafldjsalfjdlsajflkdjsalkfjdlsajfldjsalkfjdsl

-----------------------------7d02a82e5f8—

Some interesting scenarios come in when you introduce the notion of “routing hubs”
 or when requirements are asserted for Message Flow Confidentiality.   

If we were to assert the notion of an intermediary to the same message in ProfileB we end up with a nesting of  a signature on an encrypted payload.   In ProfileB the message was signed by the sender’s certificate but in this case we encrypt the entire content. If an intermediary asserts a routing header that must be signed, then we end up with a routing header with an encrypted payload (which contains an ebXML  header and  payload). 

The receiver then either needs to be able to process both routing headers and standard headers or there needs to be a routing receiver which strips the routing header and hands off the message to the recipient.

POST /ebxmlhandler HTTP/1.1

Accept: multipart/related

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Group 8760 InsideAgent

Host: localhost:9090

Content-Type: multipart/signed; protocol=application/pkcs7-signature; micalg=sha1;

boundary=---------------------------routing header

----------------------------routing header

Content-Type: multipart/related; type=application/vnd.eb+xml; version=0.1; 

<?xml version="1.0" encoding="UTF-8"?>

<ebXMLRoutingHeader xmlns='http://www.xml.org/ebXMLStds/ebXMLMessageHeaderv1'>


<Version>1.0</Version>


<From>….</From>


<To>….</To>

     <MessageType>Request</MessageType>

</ebXMLRoutingHeader>

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name-smime.p7m;

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7m

Jldjsalfjlkdjsalkjfdlkjsaflkdjsalk;fjdsalkgjlkfdsjaglkdsjagdlksajgdlks;agj;lsakjgdlsajg’ajjldjsaldkfjslakjdfklsjafdlksajfdlksajfdklsajflkdsjlkfaljdslkafjdjsalfjlsajflkdjsalkfjdlksjafldjsalfjdlsajflkdjsalkfjdlsajfldsjafldjsalfjdlsajflkdjsalkfjdlsajfldjsalkfjdsl

-----------------------------routing header

Content-Type: application/pkcs7-signature; name=2smime.p7s

Content-Transfer-Encoding:base64

Content-Dispostion: attachment; filename-2smime.p7s

Jldjsalfjlkdjsalkjfdlkjsaflkdjsalk;fjdsalkgjlkfdsjaglkdsjagdlksajgdlks;agj;lsakjgdlsajg’ajjldjsaldkfjslakjdfklsjafdlksajfdlksajfdklsajflkdsjlkfaljdslkafjdjsalfjlsajflkdjsalkfjdlksjafldjsalfjdlsajflkdjsalkfjdlsajfldsjafldjsalfjdlsajflkdjsalkfjdlsajfldjsalkfjdsl

-----------------------------routing header

A third possible profile, ProfileC  could be using XML Digital Signatures to achieve requirements 1 and 2, by signing the ebXML header and payload and sending it through an authenticated SSL connection.

POST /ebxmlhandler HTTP/1.1

Accept: multipart/related

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Group 8760 InsideAgent

Host: localhost:9090

Connection: Keep-Alive

Content-Type: multipart/related; type=application/vnd.eb+xml; version=0.1; 

boundary=---------------------------7d02a82e5f8

Content-Length: 9293

-----------------------------7d02a82e5f8

Content-ID: ebxmlheader-9981

Content-Length: 211

Content-Type: application/vnd.eb+xml; charset="UTF-8";

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns=http://www.w3.org/2000/07/xmldsig#>

<Signed Info> 


<Cannonicalization Method…>


<SignatureMethod ….>


<Reference URI=….ebxmlMessageHeader>



<Digest Method…>



<Digest Value…>

</Reference>

</Signed Info>

<Signature Value>

<KeyInfo>


<X509Data>



<X509Certificate>



</X509Certificate>


</X509Data>

</KeyInfo>

</Signature>

<ebXMLMessageHeader xmlns='http://www.xml.org/ebXMLStds/ebXMLMessageHeaderv1'>


<Version>1.0</Version>

       <MessageType>Request</MessageType>


<ServiceType>Payroll</ServiceType>


<Intent>RecordCommission</Intent>

</ebXMLMessageHeader>

-----------------------------7d02a82e5f8

Content-ID: ebxmlpayload-9981

Content-Length: 7517

Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns=http://www.w3.org/2000/07/xmldsig#>

<Signed Info> 


<Cannonicalization Method…>


<SignatureMethod ….>


<Reference URI=….HITISMessage>



<Digest Method…>



<Digest Value…>

</Reference>

</Signed Info>

<Signature Value>

<KeyInfo>


<X509Data>



<X509Certificate>



</X509Certificate>


</X509Data>

</KeyInfo>

</Signature>

<HITISMessage xmlns="" Version="1.0">

…….

</HITISMessage>

-----------------------------7d02a82e5f8--
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