1) Motherhood and apple pie

a. The signature over the documents or message headers shall be independent of the transport protocol used 

2) Phase 1:

a. Payload documents may be digitally signed by the From Party

b. Payload can also be encrypted by the From Party

c. Authentication mapping issue (Party Agreement definitions required, explore whether the MSH has enough information to identify the From Party and whether its security credentials are consistent with policy)

d. On the wire encryption of message headers possible (SSL, TLS)

e. Signatures on digitally signed documents may be used by the To Party to:

i. Verify the authenticity of the From Party 

ii. Provide non-repudiation of origin or receipt

3) Phase 2:

a. Message headers and payload documents may be digitally signed by MSHs

b. Payload can be encrypted by the MSH

c. A single digital signature may be used to sign documents (payloads and message headers) within the same ebXML message

d. A Receiving MSH must be able to:

i. Verify the authenticity of the From Party and/or the Sending MSH 

ii. Provide non-repudiation of origin or receipt

e. An extensible set of credential mechanisms must be supported for authentication, including username/password and digitally signed messages

f. Ensure that the content of the message has not changed

g. Whenever possible, a Receiving MSH must be able to identify and authenticate the Sending MSH, and thus prevent an unknown entity from accessing the Receiving MSH from the network

h. A signed routing trail of MSHs through which a message has passed should be indentifiable and analyzable after transmission completes, showing the identity of each MSH. If specified by a PA security policy, each MSH must sign the routing header, and the final MSH must persist the routing trail.

i. Verification (as specified in the PA, with failure reporting) of

i. credentials and 

ii. signatures

j. Enforcement of the PA authorization policy, if any, by the Receiving MSH(s)

k. Support of a minimum set of security protocols available in all MSH implementations for interoperability: PGP? S/MIMEv3? S/MIMEv2 (even if an informational RFC? Subset/profile?) [TBD]

l. Provide hash information for each document reference in the manifest, consisting of a domain of computation, type, value and encoding scheme

4) Phase 3:

a. For privacy and confidentiality purposes, all or part of the elements in a message may be encrypted prior to sending

b. Secure timestamps:

i. Documents or messages may be time stamped securely with a digital signature

ii. Secure time stamps may be generated by a trusted third party

iii. Timestamps shall be recorded in a location independent way (e.g. UTC)

c. Digital signatures may be used to bind the documents and message sets in the sequence in which they were used.

d. Multicast support, allowing encryption and signatures with different keys (distribution lists, publish/subscribe?)

e. Provide a summary of non-normative ebXML Security Best Practices document, especially suitable for SME

f. A single digital signature may be used to sign documents (payloads and message headers) located:

i. In multiple messages

ii. In a message and somewhere else (for example the content at a URL)

Enforcement of PA security policy regarding long-term archival of credentials and message transfer history (see ETSI study…)

