PHASE ONE FUNCTIONAL REQUIREMENTS

USE CASES

The functional requirements specified for phase 1 should be sufficient to support the following user scenarios:

1. A party wishing to send unacknowledged messages to another party or set of parties (e.g. send a stock price update every 15 minutes)

2. A party offering a server with services (e.g. RPC's) in which a "client" invokes a service on a server and receives a response (e.g. a stock quote service where a party requests a stock quote for a particular symbol)

3. A party wishing to exchange data with another party. Data is sent from originator to recipient, a transport level positive acknowledgement is issued by the recipients messaging service to the originator indicating a successful transfer.

4. A party wishing to exchange data with another party has agreed to encrypt the payload. The PA specifies the agreements on the encryption keys and algorithms. Data is encrypted by the originator and sent to the message service handler. The message service handler creates the message header and sends the message to the recipient. The receiving message handler hands the message to the To recipient for decryption of the payload.

1) Phase 1:

a. Payload documents may be digitally signed as defined in the PA by the From Party

b. Payload can also be encrypted as defined in the PA by the From Party

c. On the wire encryption of message headers possible (SSL, TLS) through transport level security mechanisms as defined in PA

d. Signatures on digitally signed documents may be used by the To Party to:

i. Verify the authenticity of the From Party 

ii. Provide non-repudiation of origin or receipt ( we are not able to prove sending without modification unless we have some hash and signature over the header).

PHASE TWO FUNCTIONAL REQUIREMENTS

USE CASES

The functional requirements specified for phase 2 should be sufficient to support the following user scenarios:

1. A third party service bureau operating as a proxy for one or more trading partners (multihop/multinode)

2. Two trading partners engaged in multi-message protocol exchanges where the multiple exchanges are considered an atomic unit or related set (CHRIS FERRIS TO PROVIDE REVISED WORDING)

3. Two trading partners engaged in a message exchange may agree to cryptographically sign and verify either the message header, the routing header(s) and/ or the payload. The sending message handler or the originator may perform the signing of the payload. The sending message handler signs the message header.   A routing header may be appended to the message & message by the message service  handler. The routing header may also be signed by the message service handler.  Policy in the PA states which message service handler is responsible for verification of the signature. 

4. Communication via multiple intermediaries. Same as Scenario 3 but one of the hops is an intermediary, which forwards the message to the recipient. The Sender wishes to enforce the non-repudiation property of the route. Any intermediate message service handler that appends a routing message must log the routing header information. Signed routing headers and the message headers must be logged at the message handler which passes the message to the “to” party to provide the evidence of non-repudiation.  Real life examples: Sun and Cisco trading through their component net markets. Slam Dunk Networks charge per KB of the transferred message.
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5. Communication via an intermediary using a variety of transports. Same as Scenario 3 but the intermediary forwards the message to the recipient using a different transport (e.g. FTP). The Sender wishes to enforce the non-repudiation property on the route. Real life example: connection to a remote partner in Africa over an unreliable network segment (Intel).
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2) Phase 2:

a. Message headers and payload documents may be digitally signed by MSHs

b. Payload can be encrypted by the MSH

c. A single digital signature may be used to sign documents (payloads and message headers) within the same ebXML message

d. A Receiving MSH must be able to:

i. Verify the authenticity of the From Party and/or the Sending MSH 

ii. Provide non-repudiation of origin or receipt (if the message header and/or routing header is signed)

e. An extensible set of credential mechanisms must be supported for authentication of principals(from/to/MSHentities), including username/password and digitally signed messages

f. Ensure that the content of the message has not  been modified during message delivery 

g. Whenever possible, a Receiving MSH must be able to identify and authenticate the Sending MSH, and thus prevent an unknown entity from accessing the Receiving MSH from the network

h. A signed routing trail of MSHs through which a message has passed should be indentifiable and analyzable after transmission completes, showing the identity of each MSH. If specified by a PA security policy, each MSH must sign the routing header, and the final MSH must persist the routing trail.

i. Verification  by MSH  or to entity (as specified in the PA, with failure reporting) of

i. credentials for authentication and 

ii. signatures for data integrity

j. Enforcement of the PA authorization policy, if any, by the Receiving MSH(s)

k. Support of a minimum set of security protocols available in all MSH implementations for interoperability: PGP? S/MIMEv3? S/MIMEv2 (even if an informational RFC? Subset/profile?) [TBD]

l. Provide hash information for each document reference in the manifest, consisting of a domain of computation, type, value and encoding scheme

PHASE THREE FUNCTIONAL REQUIREMENTS

USE CASES

The functional requirements specified for phase 3 should be sufficient to support the following user scenarios:

1. A publish/subscribe scenario in which a publisher provides a service to subscribers. Information can be sent to interested parties using a distribution list type of processing.

2. Parties offer a quality of service capability so that trading partners can query a server to determine the various options for communicating in a data exchange. For example, a service may offer 15 minute stock quotes for one price and real time stock quotes for another price. 
3. Communication via an intermediary. A party wishes to exchange a business message with another party. The sending party has defined a PA and the receiving party has accepted the agreement including a Confidentiality Policy.  The message header and the Payload is encrypted and sent from originator to an intermediary message service which is responsible for routing the request to the appropriate set of business partners defined by the recipient’s organization and documented in the PA.  A positive acknowledgement is issued by the message service as well as the target recipients to the originator indicating a successful transfer. All routing headers have been digitally signed.Real life example: requested by Compaq at a RNIF meeting.
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3) Phase 3:

a. For privacy and confidentiality purposes, all or part of the elements in a message may be encrypted prior to sending

b. Secure timestamps:

i. Documents or messages may be time stamped securely with a digital signature

ii. Secure time stamps may be generated by a trusted third party

iii. Timestamps shall be recorded in a location independent way (e.g. UTC)

c. Digital signatures may be used to bind the documents and message sets in the sequence in which they were used.

d. Multicast support, allowing encryption and signatures with different keys (distribution lists, publish/subscribe?)

e. Provide a summary of non-normative ebXML Security Best Practices document, especially suitable for SME

f. A single digital signature may be used to sign documents (payloads and message headers) located:

i. In multiple messages

ii. In a message and somewhere else (for example the content at a URL)

Issues

Phase one

g. Authentication mapping issue (Party Agreement definitions required, explore whether the MSH has enough information to identify the From Party and whether its security credentials are consistent with policy)

Phase three


Enforcement of PA security policy regarding long-term archival of credentials and message transfer history (see ETSI study…)

