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Abstract 14 

This document defines the structures and processes used to provide improved Reliable 15 
Messaging within the ebXML Transport, Routing and Packaging architecture. 16 

This version proposes items that would be added to the basic Messaging Services specification 17 
during Phase 2 of the TRP activities. 18 

Status of this Document 19 

This document represents work in progress and no reliance should be made on its content. 20 

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", 21 
"SHOULD NOT", "RECOMMENDED",  "MAY", and "OPTIONAL" in this document are to be 22 
interpreted as described in IETF RFC 2119. 23 

Editor Note 1:  This version of the Reliable Messaging specification: 24 
– removes sections already included in MS spec v0.21d 25 
– modifies the sequence number definition 26 
– adds sliding window algorithm information 27 
-- adds a proposal for network routing 28 
– modifies non-normative material 29 
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1 Introduction 62 

1.1 Purpose and Scope 63 

This specification defines the Reliable Messaging function used between ebXML Messaging 64 
Services. It responds to the requirements for Reliable Messaging found in section 4.2(1) of 65 
Reference [1]. Material from this draft document is identified for incorporation into the Messaging 66 
Services Specification. 67 

The current Messaging Service Specification v0.21d already includes basic Reliable Messaging 68 
functions. This specification defines additional functions to be added to the Messaging Service 69 
Specification. 70 

Where appropriate, MS-Editor notes are provided to show where items might appear in version 71 
0.21d of the Messaging Services specification. 72 

2 Sections to Add or Modify in MS Ver0.21d 73 

The material in this section is suitable for inclusion in Phase 2 specifications. 74 

2.1 XML Routing Header (replaces MS section 7.10) 75 

Editor Note 2:  Modifications consist of: 76 
- Sequence Number begins with “0” instead of “1” 77 
- Range of Sequence Numbers reduced to allow signed values 78 
- allows for resetting Sequence Number 79 
- removes implication of unilateral Sender reset 80 
- adds a Sequence Number attribute to show a reset 81 

One RoutingHeader element immediately follows the Header element. It is required in all 82 
ebXMLHeader documents. The RoutingHeader element is a composite element comprised of at 83 
least the following 4 required subordinate elements: 84 

• SenderURI – the Sender’s Messaging Service Handler URI. 85 

• ReceiverURI – the Receiver’s Messaging Service Handler URI. 86 

• ErrorURI – URI designated by the Sender for reporting errors. 87 

• Timestamp – timestamp of the RoutingHeader creation, in the same format used for 88 
Timestamp in the XML Header MessageData element. 89 

When the RoutingHeader is used for a message sent with Reliable Messaging functions 90 
(DeliverySemantics is set to “OnceAndOnlyOnce” in the XML Header ReliableMessagingInfo 91 
element), the Sender SHALL add one additional RoutingHeader element to the RoutingHeader: 92 

• SequenceNumber – Integer value that is incremented (e.g. 0, 1, 2, 3, 4...) for each Sender-93 
prepared message sent to the Receiver. The Sequence Number consists of ASCII numerals 94 
in the range 0-99,999,999. In following cases, the Sequence Number takes the value “0”:  95 

a) First message from the Sender to a particular Receiver 96 

b) First message after resetting Sequence Number information in the Sender  97 
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c) First message after wraparound (next value after 99,999,999)  98 

The SequenceNumber element has a single attribute, Status. This attribute is an 99 
enumeration, which shall have one of the following values: 100 

• “Reset” – the Sequence Number is reset as shown in (a) or (b) above 101 

• “Continue” – the Sequence Number continues sequentially (including (c) above) 102 

When the Sequence Number is set to “0” because of (a) or (b) above, the Status attribute of 103 
all the messages contained in the current Sending Window (including the message with 104 
sequence number “0”) is set to “Reset”. The allows the Receiver to learn of the reset if 105 
messages are received out of order. For example, when the WindowSize is four, all the 106 
Status attributes of Sequence Number 0 to 3 take the value “Reset”. 107 

In all other cases, including (c) above, the Status attribute takes value “Continue”. 108 

The following fragment demonstrates the structure of the RoutingHeader element of the 109 
ebXMLHeader document when Reliable Messaging is used: 110 

<RoutingHeader> 111 
 <SenderURI>...</SenderURI> 112 
 <ReceiverURI>...</ReceiverURI> 113 
 <ErrorURI>...</ErrorURI> 114 
 <Timestamp>...</Timestamp> 115 
 <SequenceNumber Status=”Reset”>00000000</SequenceNumber> 116 
</RoutingHeader> 117 

2.2 Recovery Sequence for Transient Errors (addition to current MS 118 
section 7.12) 119 

Editor Note 3:  The following section is inserted as MS section 7.12.3, and the existing 120 
7.12.3 is changed to 7.12.4. The changes proposed in this RM section 2.3 will alter this 121 
7.12.x numbering, since a new section is inserted between 7.11 and 7.12. 122 

When the Sender receives the error message “Transient Error”, the appropriate recovery handler 123 
in the Sender executes a Messaging Service recovery sequence. The recovery sequence SHALL 124 
suspend sending of further messages to the Receiver for the period specified in the 125 
MinRetrySecs field in the error message. If the MinRetrySecs field does not exist in the error 126 
message, the RetryInterval specified in the TPA or elsewhere is used as the suspension time.  127 

After the suspension, the Sender’s recovery handler SHALL re-send the sent message to the 128 
Receiver. The format of the re-sent message is exactly the same as the original message. In the 129 
recovery sequence or after the recovery sequence, 130 

• If the Sender receives the error message “Transient Errors” again, the recovery handler 131 
repeats the recovery sequence.  132 

• If the Sender detects or receives another error, the recovery handler executes the 133 
appropriate recovery sequence for the error. 134 

• If the Sender receives an Acknowledgment Message, the message transmission is 135 
completed. 136 

 137 
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138 
Figure 2-6: Recovery Sequence for Transient Errors  139 

2.3 Reliable Messaging Sliding Window  (new section, numbered MS 140 
section 7.12) 141 

Editor Note 4:  This section is inserted as a new section 7.12 and the existing 7.12-7.14 142 
section numbers are incremented. 143 

2.3.1 Sliding Window Overview (MS section 7.12.1) 144 

In Reliable Messaging, the Sender and the Receiver SHALL use a “Sliding Window” algorithm 145 
described here to guarantee message order and to prevent overflow of message buffers in the 146 
Receiver. 147 

In Sliding Window, the Sender manages sending of messages as following: 148 

• The Sender has a Sending Window that demarks a sequence of messages, starting from 149 
the first unsent or unacknowledged message being sent. 150 

• The Sending Window identifies a scope of sequential messages that the Sender MAY send 151 
at once without waiting for individual Acknowledgement Messages using Reliable Messaging. 152 
The Sender SHALL NOT send messages which do not belong to the Sending Window. 153 

• The Sender may advance the Sending Window by a range of 1 to the size of the Sending 154 
Window only when the Sender receives Acknowledgement Messages. 155 

The WindowSize parameter specifying size of the Sending Window may be determined in a 156 
number of ways, such as the TPA or some other method, and this same value is used by the 157 
Sender and Receiver. 158 

In the Receiver, WindowSize determines the maximum number of messages which the Receiver 159 
may received at one time before sending an Acknowledgement Message to the Sender. The 160 
Receiver can calculate the required maximum buffer size using the WindowSize and other 161 
parameters (such as a maximum length of message), and can correct any invalid order of 162 
messages in the buffer by using Sequence Number before passing these messages to a higher 163 
level. 164 
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The following figure shows an example of advancing the Sending Window in the Sender, based 165 
on acknowledgements received: 166 

(a) The Sender has already sent messages with sequence numbers 0 to 3 and has received 167 
Acknowledgement Messages for these sent messages. Thus, the message with sequence 168 
number 4 is the first unacknowledged message. Since the size of Sending Window is four, the 169 
Sending Window covers messages with sequence numbers 4 to 7. The Sender sends these 170 
messages in the Sending Window at one time without waiting for any Acknowledgement 171 
Messages. In the message transfer, the message with sequence number 6 is lost by an error. 172 

(b) Since the message with sequence number 6 does not reach the Receiver, the Sender only 173 
receives Acknowledgement Messages for the sent messages with sequence numbers 4, 5 174 
and 7. 175 

(c) The message with sequence number 6 becomes the first unacknowledged or unsent message. 176 
The Sending Window advances by 2 to cover messages with sequence numbers 6 through 9. 177 

 178 
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179 
Figure 2-1 Sliding of Sending Window (window size = 4, sliding width = 2) 180 

2.3.2 Sliding Window Recovery (MS section 7.12.2) 181 

When an MSH error occurs in a message which belongs to a Sending Window, the appropriate 182 
recovery handler in the Sender SHALL execute the appropriate Messaging Service recovery 183 
sequence defined in the section “7.13 Reliable Messaging Recovery Procedures”. 184 

When the Sender has sent all the messages which belong to a Sending Window, but the Sender 185 
still has not received an Acknowledgement Message for the first message in the Sending Window, 186 
the appropriate recovery handler in the Sender MAY execute a Messaging Service recovery 187 
sequence. The recovery sequence is same as recovery sequence for Timeout. 188 
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2.3.3 Sliding Window Parameters (MS section 7.12.3) 189 

In Sliding Window, the messaging service uses the following Messaging Service parameter. 190 

This information may be determined in a number of ways, such as the TPA or some other method.  191 

 192 

Argument Outline Description 

WindowSize Size of Sending Window. 

• Integer value specifying a number of messages. 

• Identifies number of sequential messages which the Sender 
MAY send at once without waiting for Acknowledgement 
Messages using Reliable Messaging. 

• Identifies the maximum number of messages which the 
Receiver could receive before sending an Acknowledgement 
Message to the Sender. 

2.4 Reliable Routing  (new section, added to MS section 7) 193 

Editor Note 5:  Probably insert this section as 7.13, before the Error Reporting section. 194 

2.4.1 Store and Forward Semantics 195 

Reliable Routing consists of a series of individual simple Reliable Messaging transmissions which 196 
are each between a Sender and a Receiver. These Store and Forward semantics consist of the 197 
following sequence: 198 

(1) Sender A transfers a message to Receiver B using Reliable Messaging. 199 

(2) After completion of the reliable messaging transmission between Sender A and Receiver B, 200 
Sender B transfers the received message to Receiver C using Reliable Messaging. 201 

(3) After completion of the reliable messaging transmission between Sender B and Receiver C, 202 
Sender C transfers the received message to Receiver D using Reliable Messaging. 203 

(4) [Repeat until end of routing] 204 
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Figure 2-2 Reliable Routing 205 

 From-Party 
[PartyID = A] 

From-Party 
[PartyID = B] 

From-Party 
[PartyID = C] 

From-Party 
[PartyID = D] 

SenderURI = 1  
ReceiverURI = 2  

SenderURI = 7  
ReceiverURI = 8  

SenderURI = 5 
ReceiverURI = 6  

SenderURI = 3 
ReceiverURI = 4 

message 

ACK ACK ACK 

message message message 

SEND SEND SEND 

From: A 
To:  B 

Sender: 1 
Receiver: 4 

From: A 
To:  B 

Sender:  3 
Receiver:  6 

From: A 
To:  B Header 

Sender:  1 
Receiver:  4 

Sender: 5 
Receiver: 8 

Sender: 3 
Receiver: 6 

Sender: 1 
Receiver: 4 

Routing 
Headers 

 206 

 207 

2.4.2 Routing Information 208 

The first Sender (From-Party’s Sender) specifies the From/To elements in the Header, and the 209 
SenderURI/ReceiverURI elements in the Routing Header for first message transferred to the 210 
Router. 211 

When the message is forwarded between Routers, the Router adds a new RoutingHeader to the 212 
end of the ebXML Header Document, and this new Routing Header contains new 213 
SenderURI/ReceiverURI elements for message forwarding to the next Router.  214 

2.4.3 Error Handling in Routing 215 

When message forwarding to a subsequent Router is not available or fails at a particular Router, 216 
and if that Router received the message from previous Sender, the Router’s Receiver returns an 217 
ErrorMessage (Transient Error) to the Sender instead of an Acknowledgement Message. By this 218 
rule, the Sending Messaging Service Handler will not receive a Messaging Service 219 
acknowledgement of successful transmission until the Receiving Party’s Message Service 220 
Handler has actually received and stored the message. 221 

2.5 Other Minor Changes to MS v0.21d 222 

MS Section 7.12.2 223 

Line 820-821: Change “the last sent message” to “the sent message” 224 

Line 824-825: Change “the final message” to “the message” 225 

Line 825: Insert period after “attempts” 226 

Figure 7-3: Change “Re-send the last message” to “Re-send the sent message” 227 

MS Section E.4 228 

Line 1706: Change “the last message” to “the sent message” 229 

Figure E.4: Change “Re-send the last message” to “Re-send the sent message” 230 



   

ebXML Reliable Messaging Specification v0-084.doc  (2 November 2000) 9 

3 Modifications to ebXML Glossary 231 

The following items should be placed in the approved ebXML Glossary. 232 

3.1 Reliable Messaging Terms 233 

3.1.1 Once And Only Once 234 

A message delivery semantic that means: 235 
• Message delivery is guaranteed under most circumstances, and the Sending Party will be 236 

notified if there is no delivery. 237 
• A message will always reach the Receiving Party no more than once. 238 
• If a message does not reach the Receiving Party, the Sending Party does not need to 239 

execute retry procedures (retry is automatically executed by the messaging service). 240 

3.1.2 At Most Once 241 

A message delivery semantic that means: 242 
• Message delivery is not guaranteed 243 
• A message will always reach the Receiving Party no more than once. 244 
• If a message is not delivered, the Sending Party can detect the incident, and if the 245 

Sending Party wants to guarantee message delivery, the Sending Party must execute 246 
retry procedures 247 

3.1.3 Best Effort 248 

A message delivery semantic that means: 249 
• Message delivery is not guaranteed 250 
• A message will always reach the Receiving Party no more than once. 251 
• If a message does not reach the Receiving Party, the Sending Party can not detect the 252 

incident 253 

4 Phase 2/Phase 3 Activities 254 

Material in this section will be discussed in future TRP meetings as a likely base for further 255 
additions to the Messaging Service specification. 256 

4.1 Transfer of Large Documents within Messages 257 

When the Sender wishes to send a large Document, the Sender may refer to the following 258 
Messaging Service parameters. This information may be determined in a number of ways, such 259 
as the TPA or some other method. 260 

Table 4-1 Messaging Service Parameters used in transfer of large documents 261 

Argument Outline Description 
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MaxSize Maximum size of a payload. 

• Integer value specifying the number of bytes. 

• The Sender SHALL NOT send an ebXML message which 
contains a payload larger than the MaxSize 

CompressEncoding Encoding to compress the Payload. 

• A string specifying the encoding. 

• The Sender MAY compress the Payload using the encoding. 
The Receiver SHALL uncompress the encoded Payload 
before passing it to the application. 

When the Sender needs to send a message which would have a payload larger than MaxSize, 262 
the Sender can use a compression encoding specified by CompressEncoding to compress the 263 
Payload. 264 

After the compression, if the resulting payload is still larger than the MaxSize, the Sender can 265 
split the Document into parts and can send these parts separately as individual Payload 266 
Documents using individual Normal Messages. 267 

When a Normal Message carries part of a split Document as its Payload, the MessageData 268 
element in the Header element has SplitId and SplitNumber elements. 269 

• SplitId – a unique identifier conforming to [RFC2392] for the Document which was split. 270 
All the Normal Messages which carry a portion of same Document have same SplitId. 271 

• SplitNumber – Integer value that is incremented (e.g. 1, 2, 3, 4...) for each Sender 272 
prepared message to carry part of same Document. The SplitNumber starts from “1” and 273 
is incremented in order of the part. The SplitNumber is unique only within a specific 274 
SplitId. The Split Number has a single attribute, Total. 275 

• “Total” – Integer value which indicate total number of the parts comprising the split 276 
Document. 277 

The following fragment demonstrates the structure of the SplitId element and SplitNumber 278 
element of the MessageData element: 279 

<MessageData> 280 
    <MessageId>UUID-A</MessageId> 281 
    ... 282 
    <SplitId>UUID-B</SplitId> 283 
    <SplitNumber Total="5">3</SplitNumber> 284 
</MessageData> 285 

5 Non-Normative Material 286 

The majority of the material in this section should remain in a non-normative Implementer’s Guide.  287 

5.1 Basic Concepts 288 

To achieve reliable messaging between Parties, this specification defines a process that enables 289 
the Parties’ ebXML Messaging Services to communicate with each other using “Once and Only 290 
Once” semantics, coupled with a timeout to determine lost messages.  291 
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For the purposes of this document, the term “Sender” means the Sending Party’s Messaging 292 
Service that sends the message on the underlying message transport, and “Receiver” means the 293 
Messaging Service used by the Receiving Party. The term “From-Party” means the party that 294 
originally prepared the message and provided the message to its Messaging Service, and the 295 
term “To-Party” means the party that was identified by the From-Party as the final recipient of the 296 
message. 297 

For example, a simple message transmission using two Message Service Handlers and one 298 
transport is shown in Figure 2-5-1. 299 

“From” Messaging 
Service Handler 

“Sender” “Receiver” 

From-Party To-Party 

“To” Messaging 
Service Handler TRANSPORT 

 300 

Figure 2-5-1:  Simple Message Transmission 301 

Reliable Messaging consists of the following basic concepts: 302 

1) Messages are sent and received through Messaging Service Handlers (MSH), which function 303 
on behalf of their respective Parties (and Business Processes). With respect to a particular 304 
underlying transport, each MSH can be identified as a “Sender” or a “Receiver”. 305 

2) A message is identified by its MessageId field, which is contained in the Message Header’s 306 
MessageData element created by the Sender. 307 

3) When the From-Party requests Reliable Messaging semantics for the message, the Sender 308 
sets the DeliverySemantics field in the ReliableMessagingInfo element of the Message 309 
Header to “OnceAndOnlyOnce”. 310 

4) Reliable Messaging processing requires no changes to the Message Header during 311 
transmission, once the Message Header is prepared. 312 

5) Reliable Messaging uses a “Routing Header” contained in the Message Envelope. 313 

6) A Reliable message indicated by setting the DeliverySemantics field to OnceAndOnlyOnce.  314 

7) For each reliable message, the Sender generates a Sequence Number that is unique to the 315 
MSH Sender-Receiver pair. For subsequent reliable messages, the Sender increments the 316 
Sequence Number placed in that message. The Sequence Number is contained in the 317 
Routing Header Data Element. 318 

8) A Messaging Service level Acknowledgement is sent from the Receiver to the Sender for 319 
every received message with a message type of Normal after persisting the message. 320 

9) Within a reliable message transmission, the Receiver must determine whether a received 321 
message is a duplicate message. Two possible approaches are through using the 322 
MessageId and/or the Sender-Receiver unique Sequence Number. If the received message 323 
is a duplicate, the Receiver discards the message after sending the acknowledgement. If the 324 
message is not a duplicate, the Receiver stores the message in its persistent storage, sends 325 
an acknowledgement and delivers the message to a higher processing level. 326 
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10) Because every message received with Reliable Messaging semantics will cause the sending 327 
of a related Acknowledgement Message, the Sender must be prepared to discard duplicate 328 
Acknowledgement Messages if multiple copies of the original message are sent. 329 

11) To detect loss of a reliable message, the Sender sets a timeout, retry interval and number of 330 
retries for that message. If the transmitted reliable message is lost due to system or 331 
communication failure, the Sender will re-send this message using these parameters before 332 
reporting failure to the From-Party.  These values might be specified in the Trading Partner 333 
Agreement (TPA) or some other fashion.  334 

5.2 Detection of Repeated Messages by the Receiver 335 

Detection of repeated messages in the Receiver using Message Identifiers and/or Sequence 336 
Numbers is implementation dependent. 337 

Comparison of Message Identifiers could be used to detect duplicated messages. Another 338 
effective detection logic can be suggested which uses Sequence Numbers, which are unique to 339 
a particular Sender-Receiver pair.  340 

The Receiver receives the reliable message and then compares the received reliable message’s 341 
Sequence Number with the immediately previous reliable message’s Sequence Number. 342 

5.2.1 Duplication Check Window 343 

In Reliable Messaging with Sliding Window, the Receiver can use Sequence Numbers and a 344 
Duplication Check Window  to detect for duplication of messages. The Receiver manages the 345 
Duplication Check Window as following: 346 

• The Receiver has a Duplication Check Window that terminates at the last received message. 347 
The Duplication Check Window has a size that is specified by the WindowSize parameter. 348 

• The Duplication Check Window identifies a scope of sequential messages that the Receiver 349 
shall use when checking whether a received message is a duplicate or not. 350 

• The Receiver can advance the Duplication Check Window up to the size of the Duplication 351 
Check Window when the Receiver receives new messages. 352 

The following diagram shows how the Duplication Check Window is advance by the Receiver. 353 
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Figure 5-2 Sliding of Duplication Check Window (window size = 4, sliding = 2) 355 

5.2.2 New Message Window 356 

In Reliable Messaging with Sliding Window, the Receiver can use Sequence Numbers and New 357 
Message Window  to detect new messages (not duplicate messages). The Receiver manages 358 
the New Message Window as following: 359 

• The Receiver has a New Message Window that starts from the first unreceived or 360 
unacknowledged message. The New Message Window size is specified by WindowSize 361 
parameter. 362 

• The New Message Window identifies a scope of sequential messages that the Receiver does 363 
not need to check whether the received message is a duplicate or not. 364 

• The Receiver can advance the New Message Window up to the size of the Duplication Check 365 
Window specified by the WindowSize parameter only when the Receiver returns 366 
Acknowledgement Messages to the Sender 367 

The following diagram illustrates advancing the New Message Window. 368 
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Figure 5-3 Sliding of New Message Window (window size = 4, sliding width = 2) 370 

5.2.3 Process for checking Received Messages 371 

The Receiver can detect duplication of messages and invalid messages using the Duplication 372 
Check Window and the New Message Window as following: 373 

1) If the received message belongs to the Duplication Check Window, duplication check shall be 374 
executed: 375 

• If it is a duplicate, the Receiver throws it away and returns an Acknowledgement 376 
Message. 377 

• If it is not a duplicate, the Receiver memorizes its sequence number, stores the message 378 
and returns an Acknowledgement Message 379 

2) If the received message does not belong to Duplication Check Window and belongs to New 380 
Message Window, it is a new message 381 

• The Receiver memorizes its sequence number, stores the message and returns 382 
Acknowledgement Message 383 

3) Any other case, the message is invalid. 384 

• The Receiver throws it away and returns Error Message (ebXML Message Error) 385 
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Figure 5-4 Process for checking received messages 387 
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